POWERSHELL 2.0 -
ONE CMDLET AT A
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- Jonathan Medd




Introduction

Back in November 2009 | decided it was time to really crack on getting to grips with PowerShell
version 2.0. The full release had been out for a couple of weeks, since it had shipped as part of
Windows 7 / Windows Server 2008 R2 after three previews of what might be via Community
Technology Previews.

Whilst there are a number of big new features in PowerShell 2.0 | decided to start by taking a look at
some of the new cmdlets and making a blog post for each one as | went, which would force me to
learn properly and hopefully make a decent community contribution at the same time.

After starting the series with the initial intention of covering maybe at most 20 cmdlets | was
blackmailed encouraged to keep going and ended up covering over 100+ cmdlets. | did most of this
during my lunchtimes at work, found it a great way to get to grips with the new functionality and
managed to keep it going through to June 2010.

Whilst about halfway through the series | started to think about compiling all of the blog posts into
one handy reference document and make it available for download from my blog. Since this makes it
slightly more formal, rather than the happy-go-lucky nature of a blog post | decided to get some real
experts to review the content to make sure it was decent and accurate so three PowerShell MVPs
kindly spent their own time reviewing it for me.

A big thank you goes out to these gentlemen; Thomas Lee (http://twitter.com/doctordns ), Richard
Siddaway (http://msmvps.com/blogs/RichardSiddaway/Default.aspx ) and Aleksandar Nikolic
(http://twitter.com/alexandair ). Thank you for all your feedback and comments which have been

incorporated into this document.

Also thanks to those who have followed the blog series since | started it, left comments, re-tweeted
each one and generally encouraged me to keep going.

| hope you find this consolidated series useful. If you do then | ask that you consider making a small
donation to a UK based charity that help the parents of children born with Tracheo-Oesophageal
Fistula (TOF) and Oesophageal Atresia (OA). You can find out more about this charity through their
website http://www.tofs.org.uk/index.php and can make a donation here

http://www.justgiving.com/tofs/donate . | know from personal experience what a great job they do.

Thanks!
Jonathan

http://jonathanmedd.net
http://twitter.com/jonathanmedd

September 2010
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#1 Get-Random

Get-Random
What can | do with it?

With Get-Random you can either generate a random number, or randomly select objects from
a collection.

Examples:

Generate a random number between 1 and 100.
Get-Random -Minimum 1 -Maximum 101
Select a random object from a collection

Susers = 'Rod', 'Jane', 'Freddy'
Get-Random S$Susers

Select a random Windows Service

Get-Service | Get-Random
How could I have done this in PowerShell 1.0?

Generate a random number between 1 and 100 using .NET.

Srandomnumber = New-Object System.Random
Srandomnumber.next (1,101)

Select a random object from a collection

Susers = 'Rod', 'Jane', 'Freddy'
Srandomnumber = New-Object System.Random
$i = Srandomnumber.next (0, Susers.length)

Susers[$1i]

How did I decide to begin this series with Get-Random?

Get-Command | Get-Random

)


http://go.microsoft.com/fwlink/?LinkID=113446

#2 Send-MailMessage

Send-MailMessage

What can | do with it?

Send an email message using a specific SMTP server, from within a script or at the command
line.

Example:

Send-MailMessage -T7o "Joe Bloggs <joe.bloggs@test.local>" -From "Jane Smith
<jane.smith@test.local>"

-Subject "Reporting Document" -Body "Here's the document you wanted" -
Attachments "C:\Report.doc"

-SmtpServer smtp.test.local

How could I have done this in PowerShell 1.0?

You could have used the .NET System.Net.Mail class

Function Send-MailMessage ()

{param ($Sender,$Recipient,$Attachment)

$smtpServer = “smtp.test.local*

$msg = New-Object System.Net.Mail.MailMessage

$att = New-Object System.Net.Mail. Attachment($Attachment)
$smtp = New-Object System.Net.Mail.SmtpClient($smtpServer)
$msg.From = “$Sender*

$msg.To.Add(“$Recipient*)

$msg.Subject = “Reporting Document®

$msg.Body = “Here's the document you wanted.*
$msg.Attachments. Add($att)

$smtp.Send($msg)

$att.Dispose();

}

Send-MailMessage 'jane.smith@test.local’ joe.bloggs@test.local' 'C:\Report.doc'


http://go.microsoft.com/fwlink/?LinkID=135256

#3 Get-Counter

Get-Counter.

What can | do with it?

Collect real-time performance counter data directly from local or remote computers.
Examples:

Create a list of performance counters available to query in the Memory counter
(Get-Counter -ListSet memory) .paths

Tip: To find a list of available top-level counters for which you could substitute in for
memory in the above example you could type this set of commands:

Get-Counter -ListSet * | Sort-Object countersetname | Format-Table
countersetname

To retrieve the current Memory Pool Paged Bytes on the remote computer Serverl
Get-Counter -Counter '\Memory\Pool Paged Bytes' -ComputerName Serverl
Tip: You can run multiple samples using the -MaxSamples parameter

Get-Counter -Counter '\Memory\Pool Paged Bytes' -ComputerName Serverl -
MaxSamples 5

How could I have done this in PowerShell 1.0?

You could use the Get-WmiObject cmdlet and the Win32_PerfFormattedData class to
look at performance data for a remote computer. For example:

(Get-WmiObject Win32 PerfFormattedData PerfOS Memory -ComputerName
Serverl) .PoolPagedBytes

You could also use .NET and the System.Diagnostics.PerformanceCounter class to view
performance data

$data = New-Object System.Diagnostics.PerformanceCounter
S$data.CategoryName = "Memory"

$data.CounterName = "Pool Paged Bytes"

Sdata.nextvalue ()

Thanks to /\V\oV/V for the .NET info.

Related Cmdlets

Export-Counter

Import-Counter



http://technet.microsoft.com/en-us/library/dd367892.aspx
http://mow001.blogspot.com/2005/12/getting-performancemonitor-info-from.html

#4 Out-GridView

Out-GridView.

What can | do with it?

View the output from a command in an interactive grid window.
Any special requirements?

Whilst PowerShell 2.0 itself requires .NET Framework 2.0 with Service Pack 1, this
particular cmdlet requires .NET Framework 3.5 Service Pack 1.

Examples:

Create an interactive grid view of the list of services running on the machine.

Get-Service | Out-GridView

The resulting output with a filter of Windows and sorted by Status gives you an idea for
what you can use this for:

¥ Get-Service | Out-GridYiew
| Windows A @

& Add criteria |

 Stafus | Name

DisplayMame

e AudioEndpointBuilder Windows Audio Endpoint Builder
Stopped  Audiosry Windows Audio
Stopped  idswve Windows Cardspace
Stopped  msiserver Windows Installer
Stopped  TrustedInstaller Windows Modules Installer
Stopped  WesPlugInService Windows Calor System
Stopped  Wacsve Windows Event Collector
Stopped  wudfsve Windows Driver Foundation - User-mode Driver Fra...
Funning Eventlog Windows Event Log
Funning FontCache3.0.0.0 Windows Presentation Foundation Font Cache 3.0.0.0
Running KNTCMA_Primary Monitoring Agent for Windows OS - Primary
Funning KNTCMA_Watchdog Maonitaring Agent for Windows 05 - Watchdog
Funning MpsSve Windows Firswall
Funning W32Time Windows Time
Running WerSve Windows Error Reporting Sarvice
Funmning  Winmgmt Windows Managemant Instrumentation
Running WinRM Windows Remaote Management [W5-Management)
Funning wuaussry Windows Update

Create an interactive grid view of the System log with the latest 5 entries, selecting only the
Source and Message properties and displaying the Output with a custom title.

Get-Eventlog -LogName System -Newest 5 | Select-Object Source,Message |

Out-GridView -Title

'System Log'


http://go.microsoft.com/fwlink/?LinkID=113364
http://www.jonathanmedd.net/2009/11/powershell-2-0-one-cmdlet-at-a-time-4-out-gridview.html/get-service

5 System Log =] E3
| Filter ‘ @

= Add criteria |

Source
Microsoft-Windows-GroupPo

EventlLog The system uptime is 350845 seconds. ]
Microsoft-Windows-GroupPolicy - The Group Palicy settings for the computer were processed successfully, New settings from —
service Control Manager The description for Event 1D '1073748360° in Source "Service Caontrol Manager' cannct be fous

Microsoft-Windows-GroupPolicy  The Group Policy settings for the computer were processad successfully. New settings from &

Tip:

I don't recommend using aliases within a script, but this is the kind of cmdlet you are most
likely to use when working at the command line so the alias for Out-Gridview, ogv , could
come in very handy.

How could | have done this in PowerShell 1.0?

The closest you could probably get would be Export-CSV to give you the data in a CSV file,
which could then be manipulated in a similar fashion to Out-GridView using Excel.

Get-Service | Export-Csv C:\Scripts\Services.csv —-NoTypelnformation

The CSV file can be opened in Excel using PowerShell:

Invoke-Item C:\Scripts\Services.csv

10


http://www.jonathanmedd.net/2009/11/powershell-2-0-one-cmdlet-at-a-time-4-out-gridview.html/system

#5 Get-HotFix

Get-HotFix.

What can | do with it?

Retrieve hotfixes installed on a local or remote computer
Example:

Retrieve a list of hotfixes installed on Serverl which contain Security in their description.
Display the Description, HotfixID and Caption properties.

Get-HotFix -Description Security* -ComputerName Server(0l
| Select-Object Description,HotfixID,Caption

How could | have done this in PowerShell 1.0?

You could have used Get-WmiObject with the Win32_QuickFixEngineering class.

Get-WmiObject -Class Win32 QuickFixEngineering -Filter "Description LIKE
'Securitys'"
~-ComputerName Server(0l | Select-Object Description,HotfixID,Caption

Funnily enough Get-HotFix and Get-WmiObject -Class Win32_QuickFixEngineering
look pretty similar when you pipe them through to Get-Member ;-)

11


http://go.microsoft.com/fwlink/?LinkID=135217

#6 Test-Connection

Test-Connection.

What can | do with it?

Send a ping to one or more computers
Examples:

Send a ping to Server01

Test-Connection -ComputerName Server(l

If the result of a ping to ServerO1 is successful then copy a text file to a file share on that
server

If (Test-Connection -ComputerName Server0l -Quiet)
{Copy-Item C:\Document.txt "\\ServerOl\Fileshare"}

How could I have done this in PowerShell 1.0?
You could have used Get-WmiObject with the Win32_PingStatus class.
Get-WmiObject Win32 PingStatus -Filter "Address='Server(0l'"

Funnily enough Test-Connection and Get-WmiObject -Class Win32_PingStatus look
pretty similar when you pipe them through to Get-Member &

You could also have used the .NET System.Net.NetworkInformation.Ping class

Sping = New-Object System.Net.NetworkInformation.Ping
Sping.send('Server01")

Related Cmdlets

Restart-Computer

Stop-Computer

12


http://go.microsoft.com/fwlink/?LinkID=135266

#7 Reset-ComputerMachinePassword

Reset-ComputerMachinePassword

What can | do with it?
Reset the computer account password for a machine.
Examples:

Reset the computer account password for the current local machine. It's as simple as that!

Reset-ComputerMachinePassword

To do the same for a remote machine you will need to use Invoke-Command to run the
command on the remote machine.

Invoke-Command -ComputerName Server(01l
-ScriptBlock {Reset-ComputerMachinePassword}

How could I have done this in PowerShell 1.0?

You could have done the following.

[ADSTI] Scomputer = "WinNT://WINDOWS2000/computernames$"
Scomputer.SetPassword ("computernames$")

More commonly you might have used the netdom command line tool to do this.
netdom reset 'machinename’ /domain:‘domainname

Or you might have used Active Directory Users and Computers GUI tool, right-clicked the
computer account in question and chosen Reset Account.

13


http://go.microsoft.com/fwlink/?LinkID=135252

#8 Get-Module

Get-Module
What can | do with it?
PowerShell 2.0 introduces the concept of modules; essentially they are the evolution of snap-

ins from PowerShell 1.0. There are some great videos below by Bruce Payette and Osama
Sajid from the PowerShell team both introducing and demonstrating how to use modules:

(Thanks Shay)

Episode one introduces Modules and discusses comparisons with Cmdlets.
Episode two demonstrates how to use Modules.

Episode three illustrates how to develop script and binary Modules

Example:

Retrieve all the modules on the current system which could be imported into the current
session

Get-Module -IListAvailable
How could | have done this in PowerShell 1.0?

You could have used the Get-PSSnapin cmdlet to see which snap-ins were available to use.
To see snap-ins available in the current session:

Get-PSSnapin

To see snap-ins available to add to the current session use the Registered parameter:
Get-PSSnapin -Registered

Related Cmdlets

Import-Module

New-Module

Remove-Module

14


http://go.microsoft.com/fwlink/?LinkID=141552
http://blogs.microsoft.co.il/blogs/scriptfanatic/archive/2009/09/03/powershell-2-0-modules-an-introduction-with-bruce-payette.aspx
http://edge.technet.com/tags/BP1
http://edge.technet.com/tags/BP2
http://edge.technet.com/tags/BP3

#9 Checkpoint-Computer

Checkpoint-Computer.

What can | do with it?

Create a system restore point on XP, Vista or Windows 7 systems.
Example:

Create a system restore point called Pre-RegistryChange
Checkpoint-Computer -Description "Pre-RegistryChange"
How could | have done this in PowerShell 1.0?

You could have used the SystemRestore WMI class and the CreateRestorePoint method

$SystemRestore = [wmiclass]"\\.\root\default:systemrestore"
SSystemRestore.CreateRestorePoint ("Pre-RegistryChange"™, 0, 100)

Related Cmdlets

Add-Computer

Get-ComputerRestorePoint

Remove-Computer

Restart-Computer

Restore-Computer

Stop-Computer

15


http://go.microsoft.com/fwlink/?LinkID=135197
http://msdn.microsoft.com/en-us/library/aa378951%28VS.85%29.aspx

#10 Restart-Computer

Restart-Computer.

What can | do with it?

Restart a local or remote computer

Example:

Immediately restart the computer Server01.
Restart-Computer -ComputerName Server(0l -Force
How could I have done this in PowerShell 1.0?

You could have used the Win32_OperatingSystem WMI Class and the Win32Shutdown
method.

(Get-WmiObject -Class Win32 OperatingSystem
~ComputerName Server(01l) .Win32Shutdown (2)

Alternatively the Systinternals tool PSShutdown could be used to restart a local or remote
compulter.

Related Cmdlets

Add-Computer

Checkpoint-Computer

Remove-Computer

Restore-Computer

Stop-Computer

16


http://go.microsoft.com/fwlink/?LinkID=135253
http://msdn.microsoft.com/en-us/library/aa394239%28VS.85%29.aspx
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#11 Add-Computer

Add-Computer.

What can | do with it?
Join a local computer to a domain or workgroup
Example:

Join the current computer to the Test domain, place the computer account in the Servers OU
and use the Restart-Computer cmdlet to reboot the computer to complete the process.

Add-Computer -DomainName Test
-OUPath 'OU=Servers,DC=test,DC=local'; Restart-Computer

How could | have done this in PowerShell 1.0?

You could have used the Win32_ComputerSystem WMI Class and the
JoinDomainOrWorkGroup method.

This script from the Poshcode script repository illustrates how you might use this method to
join a computer to a domain.

function Set-Domain {
param ( [switch]Shelp,
[string] $domain=$ (read-host "Please specify the domain to

join™),
[System.Management .Automation.PSCredential] Scredential = $ (Get-
Credential)
)
Susage = " S$cred = get-credential "n"
Susage += "Set-AvaDomain -domain corp.avanade.org -credential "~S$cred n"

if (Shelp) {Write-Host Susage;exit}

Susername = Scredential.GetNetworkCredential () .UserName

Spassword = S$credential.GetNetworkCredential () .Password

$computer = Get-WmiObject Win32 ComputerSystem
Scomputer.JoinDomainOrWorkGroup ($Sdomain , $password, S$username, S$null,

Alternatively you could use the command line tool netdom to join a computer to a domain:

NETDOM /Domain:Test /user:adminuser /password:apassword MEMBER
Server0l /JOINDOMAIN

Related Cmdlets

Checkpoint-Computer

Remove-Computer
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Restart-Computer

Restore-Computer

Stop-Computer
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#12 Write-EventLog

Write-EventLog.

What can | do with it?
Write an event in a Windows Event Log on a local or remote machine.
Example:

Write an Error event into the Application log on Server01 with source CustomAppl, EventID
8750 and Error Message.

Write-EventLog -ComputerName Server0l -LogName Application
-Source CustomAppl -EventID 8750 -EntryType Error
ssage "CustomAppl has experienced Error 9875"

How could | have done this in PowerShell 1.0?

You could have used the .NET System.Diagnostics.EventLog class. Richard Siddaway has
put together a great function which uses this class to make it easy to write to the Event Log
using PowerShell 1.0.

function Write-EventLog

{

param([string] $msg = "Default Message", [string]S$type="Information")
$log = New-Object System.Diagnostics.EventLog

$log.set log("Application")

$log.set source ("CustomAppl")

$log.WriteEntry ($msg, Stype)

}

You can then use the function like this

Write-EventlLog "CustomAppl has started" "Information"

Related Cmdlets

Clear-EventLog

Limit-EventLog

New-EventLog

Remove-EventLog

Show-EventLog

Get-WinEvent
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#13 Clear-EventLog

Clear-EventLoq.

What can | do with it?

Clear the Event Log on a local or remote computer.

Example:

Clear the Application Event Log on the remote computer Server01
Clear-EventLog -LogName Application -ComputerName Server0l
How could I have done this in PowerShell 1.0?

You could have used the Get-EventLog cmdlet and the Clear method of the

System.Diagnostics.EventLog object it generates. (Note: this would only work on a local
computer)

$ApplicationLog = Get-EventLog -list | Where-Object {$_ .log -eq
"Application"}
SApplicationLog.Clear ()

Related Cmdlets

Limit-EventLog

New-EventLog

Remove-EventLog

Show-EventLog

Write-EventLog

Get-WinEvent
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#14 Start-Process

Start-Process

What can | do with it?

Start a process on the local computer.
Examples:

Start an instance of Notepad

Start-Process Notepad

Open the file Test.txt using its associated application Notepad

Start-Process C:\Scripts\Test.txt
How could | have done this in PowerShell 1.0?

You could have used the .NET System.Diagnostics.Process class and the Start method.

[System.Diagnostics.Process]::Start ("Notepad")

and to open a specific file with Notepad

[System.Diagnostics.Process]::Start ("Notepad","C:\Scripts\Test.txt")

Alternatively you could have used WMI and this option would also give you the ability to
start a process on a remote computer.

([WMICLASS]"\\Server01\ROOT\CIMV2:win32 process") .Create ("Notepad")
Related Cmdlets

Start-Service
Get-Process

Stop-Process
Wait-Process

Debug-Process
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#15 Start-Job

Start-Job
What can | do with it?

Start a background job on the local computer. This allows you to take back your console
session whilst you wait for the job to complete.

Examples:
Start a background job to run Get-Service on the local computer.
Start-Job -ScriptBlock {Get-Service}

This will display the status of this job in your current session and allow you to continue
working in the session - then retrieve the results at a later time.

B adrninistrator: Windows Powershell
's Cisy Start-dob —ScriptBlock {Get-Serviced

Hame State HasHoreData Location Command

Johil Running True localhost Get=Service

8 C:nd Btart—Job —-FilePath .“Jest

Hame

Johll oc st Write—Hozt "Hello World"

To start a background job on a remote computer use the -AsJob parameter available on a
number of cmdlets.

(Tip: to find out which cmdlets have the -AsJob parameter use Get-Help to give you a list

Get-Help * -Parameter AsJob

)
So to start a job to find services on the remote computer Serverl

1e Serverl -AsJob

Get-WmiObject Win32 Service -Computer
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B adrninistrator: Windows Powershell

Get=Hmilhject WinidZ _Service =ConputerHans LServerd =fsdob

Hame State HasMHoreData Location Command

doh¥ Running False Serverd Get-iHIl0hject

How could I have done this in PowerShell 1.0?

The concept of jobs did not exist in PowerShell 1.0. You would have needed to open an extra
PowerShell session whilst you waited for a command to complete in your current session.

Related Cmdlets
Get-Job
Receive-Job
Wait-Job
Stop-Job
Remove-Job

Invoke-Command
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#16 Get-Job

Get-Job

What can | do with it?

Get background jobs from the current session as objects.
Examples:

Get background jobs from the current session.

Get-Job

= administrator: Windows Powershell

HasHoreData Location Command

Stopped & Weite—Host "Staert™...
Fuwnm ing g 2 Get—WHIObject

Get background jobs from the current session, which contain the Get-WmiObject cmdlet.

Get-Job -Command "Get-WmiObject"

= administr ator: Windows Powershell

Pa Givey Get=dob -Conmand ""Get-WHAIOhject™
Hane State HasHoreData Location Connand

Joh¥ Failed False Serverl Get-WHIObject

Store a job in a variable and examine its methods and properties.

$job = Get-Job -Con
$job | Get-Member

1d "Get-WmiObject"
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ows Powershell

mmand “Get—WHIObject™
|:E t—Member

TypeMame: Microsoft.Powerihell . Commands . PEWmidolb

Memberl ype Definitian

spose Met hod

Eguals Met hod boal Egua

GetHazhCode Met hod int GetHa

GetType Met hod (

upJuh Met hod

Met had S L Lngl
Propesty 1% : Generic.IList*1
Propesty ring Command {get:}
Property ~Management .Automat ion.
Prupurty .Hnuduumuul Automation .
Property .Threading.WaitHandle Finis
Property Boolean urubntn {get;}
Propesty Int32 Id et ;
Propesty Guid |||..1..:|.|||_|=||.1. {get;}
Propert -Management .Automat ion.Joh8t
Propert Stweing Location {get;l
Proper String Mame {get;zet;}
Prope MHanagement .Automation.PShat
Prope Management .Automat ion . PShat
Propeet y Steing StatuzMe ge tgetil
Propert Managemant .Automat 1on . PShat
]::r"u].u-_' Managemant .Automat 1on . PShat
SeriptProperty LObject State {get=5thi=z.Jab

How could I have done this in PowerShell 1.0?

The concept of jobs did not exist in PowerShell 1.0. You would have needed to open an extra
PowerShell session whilst you waited for a command to complete in your current session.

Related Cmdlets
Receive-Job
Wait-Job
Start-Job

Stop-Job

Remove-Job

Invoke-Command
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#17 Receive-Job

Receive-Job

What can | do with it?

Retrieve the results of a background job which has already been run.
Example:

Retrieve the results for the job with ID 1 and keep them available for retrieval again. (The
default is to remove them)

Receive-Job -Id 1 -Keep

= administrator: Windows PowerShell
w3 EeEt=Jah

Hame Gtate HasHoreData Location Command

Johd Conpleted Troe localhkost Write=-Hozt ""Start™

w2 Beceive=doh =Id 1 Heep

How could I have done this in PowerShell 1.0?

The concept of jobs did not exist in PowerShell 1.0. You would have needed to open an extra
PowerShell session whilst you waited for a command to complete in your current session.

Related Cmdlets

Get-Job
Wait-Job
Start-Job

Stop-Job

Remove-Job

Invoke-Command
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#18 Remove-Job

Remove-Job

What can | do with it?

Remove existing background jobs from the current session.
Examples:

Remove the job with ID 1.

Remove-Job -Id 1

I administrator: Windows Powershell

2%2 Get=Johb

Hame State HazsMoreData Locat ion Comnmand

Johbi Completed True localhost Write-Host '""Start™

Remove—Jdoh —1d 1
Get—=Joh

Use the Get-Job cmdlet to retrieve all jobs and pipe it through to Remove-Job to remove them
all.

Get-Job | Remove-Job

X Administrabor Windows PowerShell
iy Get—Joh

Hame State HazsMoreData Location Command

Joh3 Completed

JohS Completed

%2 Get—Joh | Remove—Joh
£ Get—Joh
S

How could | have done this in PowerShell 1.0?

The concept of jobs did not exist in PowerShell 1.0. You would have needed to open an extra
PowerShell session whilst you waited for a command to complete in your current session.

Related Cmdlets

Get-Job
Receive-Job
Wait-Job
Start-Job

Stop-Job

27


http://go.microsoft.com/fwlink/?LinkID=113377
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-18-remove-job.html/remove-job
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-18-remove-job.html/remove-jobget-job
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-18-remove-job.html/remove-job
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-18-remove-job.html/remove-jobget-job

Invoke-Command
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#19 Stop-Job

Stop-Job

What can | do with it?
Stop background jobs which are running in the current session.
Examples:

Stop job with id 13.

Stop-Job -Id 13

HasHoreData Location Command

Johld Running I'rue localhost cintest . psl

itop=doh =id 13

eet=Jdoh
Haire State HaszsHoreData Location Command

Johld Stopped True localhost cintest . pel

Retrieve all current jobs and stop them all.

Get-Job | Stop-Job

IWH —EECUPSEeY
state HazsMorelata Location Command

Runnming True localhost dir —path c:s® —recurse

Harme= State HazsHoreData Location Command

Johidh Runming True = = i 2 C WM —prECUrEE
Johdld Runming True = 5 st sleep 188

dohil Kunming True of -} st - p 188

Get=Joh | Stop=doh
» Get=Joh

Hame State HazsMoreData Location
dohih Gtopped L localhost 2 ihWE —pROUrEE

dohdd Stopped ‘alze lnca
Johdl Stopped alze localhost

How could I have done this in PowerShell 1.0?

The concept of jobs did not exist in PowerShell 1.0. You would have needed to open an extra
PowerShell session whilst you waited for a command to complete in your current session.

Related Cmdlets

29


http://go.microsoft.com/fwlink/?LinkID=113413
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-19-stop-job.html/stop-job
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-19-stop-job.html/stop-joball
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-19-stop-job.html/stop-job
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-19-stop-job.html/stop-joball

Get-Job
Receive-Job
Wait-Job
Start-Job

Remove-Job

Invoke-Command
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#20 Wait-Job
Wait-Job
What can | do with it?

Wait for a background job to complete in the current session before returning the prompt to
the user.

Example:

Wait for jobs 37, 39 and 41 to finish, but use the Any parameter to only wait for the first one.
You can see when first initiated the cursor does not return to the prompt.

I adrninistrator: Windows Powershell

a Gy Start-dJdob {dir -path cise —precursed

LET T State HazMoreData Location Command

Joh41 RBunning True localhost dir =-path cis®¥ —pecurse

i Giwd Get=Joh
Hame Gtate HazMoreData Location GCommand
Johdl Running True

Joh39 Running True
Joh3? Running True

P58 C:is: Wait-Jobh -id 37,.37.41 —Any

As soon as one of those jobs completes the cursor returns the prompt. We then use the Get-
Job cmdlet to confirm that even though Job 41 is still running we have been given the prompt
back.
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= adn rator: Windows Powershell

start—Joh {dir —path cise —precursel
Hame State HasMoreData Location

Joh41 Running True localhost ir W CPEOUPSE

Hame State HasMoreData Location Command

Joh4l Running True localhost dir —-path ocis® —recurse
3]
4]

Johd? Running True localhost start-sleep 18

Jahd? Running True localhost start-zsleep
w2 Wait-doh -id 37.39.41 -Any

Hame Gtate HasMoreData Location Command

Johd? Completed False localhost start-zsleep

w» Get=Joh
Hame State HazMoreData Location Command
Johdl i i Trum loca i EhE =prRCUran

Jdohd? G it Fa loca
Jahd? C st False loca

How could I have done this in PowerShell 1.0?

The concept of jobs did not exist in PowerShell 1.0. Waiting for a command to complete
before having the prompt returned to the user was standard behaviour.

Related Cmdlets

Get-Job
Receive-Job

Start-Job

Stop-Job

Remove-Job

Invoke-Command
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#21 Select-XML

Select-XML

What can | do with it?

Search for text in an XML document using an XPath query.
Example:

Example.xml

=7xml version="1.0" standalone="yes" 7=
- «=shop location="Birmingham" size="Large">
- «food=
<Mame=Apple</MNamez=
=typexfruit</type=
<costx18</costs
=/food=
- «food=
zMame=Carrot</Mame=
<typexvegetable</typex
<oost=10</costs
< /foodz=
=/shop=

From the file Example.xml search with the XPath query /shop/food

Select-XML -Path example.xml -Xpath "/shop/food"

B adrinistrator: Windows PowerShell
Fath exanple.xml =KPath “shopsFood™

Fath Pattern

LCisexanple . xnl ahopsFood
Cisexanple . xnl SahopsFood

You'll notice this hasn't returned any actual data from the XML file rather details of the
search carried out and two matches. This is because Select-XML returns a SelectXMLInfo
Obiject, illustrated below by piping the same command to Get-Member.
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= administrabor: Windows PowerShell

Path example.xml —-dPath “"/shopstfood” | Get—Member

TypeHane: Microsoft.PowerShell.Commands . Selectimlinfo

LETTS Memherlype Uefinition

Equals Hethod hool Egua
Meithod
1 d

To retrieve the results, pipe the SelectXMLInfo object through to Select-Object and use the
ExpandProperty parameter.

Select-XML -Path example.xml -Xpath "/shop/food"
| Select-Object -ExpandProperty Node

dows PowerShell
&ML —Fath example.xml —-KFath “"/shopstfood"” | Select-0Object -ExpandProperty Hode

L ype cost

Fruit 15
vegetable id

How could | have done this in PowerShell 1.0?

You could have used the Get-Content cmdlet to read the Example.xml file in as text,
converted it to an XML type using [XML] and then used the SelectNodes method to retrieve
the data.

[xm]1]$xml = (Get-Content example.xml)
$xml.SelectNodes ("/shop/food™)

istrator: Windows Powershell

[xml 15xm]l = (Ge ntent exanple.xml}
Suml.SelectMode ‘shopsFood™»

e

Fruit

vegetabhle

Related Cmdlets

Convert-ToXML
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#22 Enable-ComputerRestore

Enable-ComputerRestore

What can | do with it?

Enable the System Restore feature on the specified drive.
Example:

Enable System Restore on the local C drive.
Enable-ComputerRestore -Drive "C:\"

How could I have done this in PowerShell 1.0?

You could have used the SystemRestore WMI class and the Enable method

$SystemRestore = [wmiclass]"\\.\root\default:systemrestore"
$SystemRestore.Enable ("c:\")

Related Cmdlets

Disable-ComputerRestore

Get-ComputerRestorePoint

Restore-Computer

Restart-Computer
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#23 Disable-ComputerRestore

Disable-ComputerRestore

What can | do with it?

Disable the System Restore feature on the specified drive.
Example:

Disable System Restore on the local C drive.
Disable-ComputerRestore -Drive "C:\"

How could I have done this in PowerShell 1.0?

You could have used the SystemRestore WMI class and the Disable method

$SystemRestore = [wmiclass]"\\.\root\default:systemrestore"
$SystemRestore.Disable ("c:\")

Related Cmdlets

Enable-ComputerRestore

Get-ComputerRestorePoint

Restore-Computer

Restart-Computer
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#24 Get-ComputerRestorePoint

Get-ComputerRestorePoint

What can | do with it?
List available System Restore points on the local machine.
Example:

List the available System Restore points on the current machine.
Get-ComputerRestorePoint

PE C:wr Get—ComputerRestorePoint

|]J. -]

Update

191128879 7 Wi Update
23-11-2889 B Wi Update
28112887 @9 H Win Update
J@-11-2889 Wi Update
31228879 B& i Update
Update

Update

Update

ys Update

17-12-2089 2 3 :58 Windows Update

,..
e e
4 00 B0 00 00 00 00 €

How could I have done this in PowerShell 1.0?

You could have used the Get-WmiObject cmdlet with the Root\Default namespace and the
SystemRestore Class

Get-WmiObject -Namespace root\default -Class SystemRestore

Funnily enough Get-ComputerRestorePoint and Get-WmiObject -Namespace root\default -
Class SystemRestore look pretty similar when you pipe them through to Get-Member &

Related Cmdlets

Enable-ComputerRestore

Disable-ComputerRestore

Restore-Computer

Restart-Computer
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#25 Restore-Computer

Restore-Computer

What can | do with it?
Run a system restore on the local machine.
Example:

Restore the local computer to restore point 101 and then use the Restart-Computer cmdlet to
reboot it

Restore-Computer -RestorePoint 101
Restart-Computer

How could I have done this in PowerShell 1.0?
You could have used the SystemRestore WMI class and the Restore method. You could

then use the Get-WmiObject cmdlet, the Win32_OperatingSystem class and the Reboot
method to restart the machine.

$SystemRestore = [wmiclass]"\\.\root\default:systemrestore"
$SystemRestore.Restore ("101")
(Get-WmiObject Win32 OperatingSystem) .reboot ()

Related Cmdlets

Enable-ComputerRestore

Disable-ComputerRestore

Get-ComputerRestorePoint

Restart-Computer
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#26 New-WebServiceProxy

New-WebServiceProxy

What can | do with it?
Make use of an available web service.
Examples:

The website http://www.webservicex.net has a number of available web services which you
can use with the New-WebServiceProxy cmdlet.

Find the current weather for Southampton, UK.

Sweather = New-WebServiceProxy

~URI "http://www.webservicex.net/globalweather.asmx?wsdl"
Sweather.GetWeather ('Southampton', 'United Kingdom')

ntre,. United Hingdom CEGHI> 58=54M BE1-241 HM{ALocation?
BY.12.23 1258 UTCLATime >
o>

Note: to find what cities were available within the UK to query | used the
GetCitiesByCountry method.

Sweather.GetCitiesByCountry ('United Kingdom')

Find the location for the UK postcode SW1A.

Spostcode = New-WebserviceProxy
~URI "http://www.webservicex.net/uklocation.asmx?wsdl"
Spostcode.GetUKLocationByPostcode ('SWI1A'")

stoode = New-WehzerviceProxy —uel ¥ prd A wehservicex netAuklocat ion.asmx?wsd 1™
code . GetlHLocat ionByPostocode " SW1A® 3

cztminzter thc

: i nid:
ostCode 2EWLIAL PostCode >

Return the words from Bible verse John, Chapter 3, 16.

S$bibleverse = New-WebServiceProxy
~URI "http://www.webservicex.net/BibleWebservice.asmx?wsdl"
Sbibleverse.GetBibleWordsByChapterAndvVerse ('John', '3','16")
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rse = Hew-UshierviceProxy —upei * wehsoreicex. et Tiblelebooreics . acrmafusdl"
roe . GetBibhlebords ByChapterindler AT 16T ¥

Lowed the world, cthat he gove hisz enly begotten Sen. that whoesoeser heliecveth in hin zhowuld
have puarlazking Life. {RiblaWords »

There are many more web services available from http://www.webservicex.net which are fun
to try out. You also may find other available web services on the Internet or within your own
organisation.

How could | have done this in PowerShell 1.0?

Lee Holmes from the PowerShell team has put together a Connect-WebService script you can
use when working with PowerShell 1.0 to make use a web service. By using this script you
can follow a similar process to the earlier examples.

Sweather = .\Connect-WebService.psl
"http://www.webservicex.net/globalweather.asmx?wsdl"
Sweather.GetWeather ('Southampton', 'United Kingdom')

I reckon that's about 100 lines of code in a script down to one nice easy cmdlet when using
the New-WebServiceProxy cmdlet. Nice!
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#27 Test-ComputerSecureChannel

Test-ComputerSecureChannel

What can | do with it?

Test the secure channel between the local computer and the domain and optionally fix if
necessary.

Example:

Test the secure channel on the current computer

Test-ComputerSecureChannel

Note: this will return a boolean value of True or False as seen below; if you wish for more
detailed information use the -Verbose parameter.

I administrator: Windows PowerShell

PE Gingy Test-ComputerSecureChannel | Get-Member

TypeMame: Syztem.Boolean
HemherType Defdinition

Method int Comp . Object ohj?,. int Comparelofthool walue?

Method honl ATE hject ohj?. bonl Eguals<{honl ohj?
: Method int
Method type
» Method System.Ty ode GetTypeCoded?
Method atring Toltringd?, string TobString{Syztem. | FormatProvider providers?

If the result is False then you can attempt to fix the problem by using the -Repair parameter.
Test-ComputerSecureChannel -Repair

How could I have done this in PowerShell 1.0?

The best way to do it would have been using the NetDom command line tool.

Test:

netdom verify Server01 /domain:test.local

Repair:

netdom reset Server01 /domain:test.local

Related Cmdlets

Checkpoint-Computer

Restart-Computer
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Stop-Computer

Reset-ComputerMachinePassword
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#28 Export-Counter

Export-Counter

What can | do with it?

Take performance objects generated from the Get-Counter or Import-Counter cmdlets and
export them as log files. Note: this cmdlet requires Windows 7 or Windows Server 2008 R2
or later.

Examples:

Retrieve some memory performance data from the local machine and export it to the standard
Performance Monitor output file BLG.

Get-Counter '\Memory\Pool Paged Bytes' -MaxSamples 10 |
Export-Counter -Path C:\Memory.blg

You can also output directly to two other format types, CSV and TSV.

Get-Counter '\Memory\Pool Paged Bytes'
Export-Counter -Path C:\Memory.csv -F

les 10 |

How could I have done this in PowerShell 1.0?

In the Get-Counter post | showed an example using .NET to retrieve performance data, but it
would only return one result at a time, so not a lot of point to extract to a log file.

$data = New-Object System.Diagnostics.PerformanceCounter
Sdata.CategoryName = "Memory"
Sdata.CounterName = "Pool Paged Bytes"

Sdata.nextvalue ()

You could run the final command multiple times and output to a text file, but still not a
particularly nice solution.

for ($i=1; $i -le 10; $i++) {Sdata.nextvalue() | Out-File test.txt -Append}
Alternatively from the Performance Monitor GUI you could create a Data Collector Set to
save performance data into a BLG file. You could then use the Relog.exe tool to convert the
BLG file into CSV or TSV.

Related Cmdlets

Get-Counter

Import-Counter
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#29 Import-Counter

Import-Counter

What can | do with it?
Create objects by importing performance data in BLG, CSV or TSV files.
Example:

Import as objects data in a BLG file previously exported from Export-Counter or the
Performance Monitor GUI.

Sperformancedata = Import-Counter -Path Memory.blg
How could I have done this in PowerShell 1.0?

To manage performance data contained in a BLG file you could have used the Performance
Monitor GUI to import it and view the contents.

Related Cmdlets
Get-Counter

Export-Counter
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#30 Enable-PSRemoting

Enable-PSRemoting

What can | do with it?

Configure a computer to be enabled for PowerShell remoting. Tip: Make sure you run this
cmdlet from an elevated process.

Example:

Configure the computer Test0O1 to be enabled for PowerShell remoting.

Enable-PSRemoting

This will produce output similar to the below; note the command was run on a Windows
Server 2008 64-bit system

X Administrator Windows PowerShell

WinRH Quick Conf on ) ) 3 . .
zommand 'S WaManQuickConfig" to enable this machine for renote managenent through WinAH

or restarting Cif already started? the WinAHM service
nRH ce - au tart
ner to accept ests on any IF address
1 exception for WE-Management traffic (Ffor http onlyl.

[H] Ho [L] Ho to All [%] Suspend [?] Help {default iz "¥"3>: A
up to receive requests on this machine.
d for rem nagenent .
r on HITP:r 7% to accept Wi-Man requests to any IF on thisz machine.
ion enabled.

Conf irm
ik au

ion configuration
onConf iguration
icrosoft . Poverfhe 1132

h
[H] Ho [L] Ho to All [5] Suspend [?] Help {default iz "¥"2>: A

You will notice from the output that it runs two other PowerShell 2.0 cmdlets, Set-
WSManQuickConfig and Register-PSSessionConfiguration. The below (taken from
PowerShell help) gives a great summary of what each will do in this instance.

-- Runs the Set-WSManQuickConfig cmdlet, which performs the following tasks:
----- Starts the WinRM service.

----- Sets the startup type on the WinRM service to Automatic.

----- Creates a listener to accept requests on any IP address.

----- Enables a firewall exception for WS-Management communications.

-- Enables all registered Windows PowerShell session configurations to receive instructions
from a remote computer.

----- Registers the "Microsoft.PowerShell" session configuration, if it is not already
registered.

----- Registers the "Microsoft.PowerShell32" session configuration on 64-bit computers, if it
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is not already registered.

----- Removes the "Deny Everyone" setting from the security descriptor for all the registered
session configurations.

----- Restarts the WinRM service to make the preceding changes effective.

How could I have done this in PowerShell 1.0?

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

Disable-PSRemoting

Get-PSSessionConfiguration

Enable-PSSessionConfiguration

Disable-PSSessionConfiguration

Reqister-PSSessionConfiguration

Set-PSSessionConfiguration
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#31 Enter-PSSession

Enter-PSSession

What can | do with it?

Open an interactive PowerShell session with a computer which has been enabled for
PowerShell remoting.

Example:

Open a session with the server TestO1 and see which services begin with the letter T.

erl

Enter-PSSession -ComputerName TestOl
Get-Service | Where-Object {$_.name -like 'T*'}

You will notice that the prompt has changed to

[testO1]: PS C:\>

which helpfully shows you which server you are running the remote session on.

2 Administrator: Windows PowerShell

[testA11: PS C:x» Get—Service | Uhere—-0Object <{5_.name —like *'T='2>

Mame DizplayMame
Running TapiSeu Telephony
Stopped TBE TPM Baze Services
Running TermService Terminal Services
Stopped Themes Themes
Stopped THREADORDER Thread Ordering Servep
Running Trklks Diztributed Link Tracking Client
Stopped TrustedIinstaller Windows Modules Installer

[test@11: PS C:x2

How could | have done this in PowerShell 1.0?

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

New-PSSession

Get-PSSession

Exit-PSSession

Remove-PSSession

Invoke-Command
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#32 Exit-PSSession

Exit-PSSession

What can | do with it?

Exit an interactive PowerShell session that has been opened on a computer which has been
enabled for PowerShell remoting.

Example:

Leave an interactive PowerShell session with a computer which has been enabled for
PowerShell remoting.

Exit-PSSession

You will notice that the prompt has changed back from
[test01]: PS C:\>

to simply

PS C:\>

1= administrator: Windows Powershell

[test@11: PS5 C:x>» Exit—PS5S5ession

PSS Cane

Tip: When in an interactive remote session you can also just type Exit to finish the session.
How could I have done this in PowerShell 1.0?

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

New-PSSession

Get-PSSession

Enter-PSSession

Remove-PSSession

Invoke-Command
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#33 New-PSSession

New-PSSession

What can | do with it?

Establish a persistent connection to a computer that has been enabled for PowerShell
remoting.

Examples:
Establish a persistent remote PowerShell connection to TestO1 and store it in the variable

$session. Then use the Enter-PSSession cmdlet with the Session parameter to use that
session.

$session = New-PSSession -ComputerName Test0l
Enter-PSSession -Session $session

You can also open multiple sessions via different methods:

Open sessions to Test01, Test02 and Test 03.

Ssessionl, S$session2, $session3 =
New-PSSession -ComputerName Test0l,Test02,Test03

Or if you have the servers stored in a csv file.
Ssessions = New-PSSession -ComputerName (Get-Content servers.csv)
How could I have done this in PowerShell 1.0?

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets
Get-PSSession

Enter-PSSession

Exit-PSSession

Remove-PSSession

Invoke-Command
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#34 Invoke-Commmand

Invoke-Command

What can | do with it?
Run commands on local or remote computers and return the results.
Examples:

Establish a persistent remote PowerShell connection to Test01 using New-PSSession and
store it in the variable $session. Then return the results for which services begin with T.

$session = New-PSSession -C - Test01
Invoke-Command -Session $session - ptBlock
{Get-Service | Where-Object {$_.name -like 'T*'}}

S

You can see that the results contain a property PSComputerName that shows which server
the results came from.

B adrinistrator: Windows Powershell

$sezsion = Mew-PiSession -ComnputerMant Test@l ) ) . )
Invoke—Command —Session Ssession —ScriptBlock {Get—fervice | Where—Ohject {7_.name —like "T#"33}

Hame DigplayHane PEComputerHane
TapiSwye Telephony

TBE TPH Base Services

TermnService Terninal Services

Themes Thenes test@l
THREADORDER Thread Ordering Server testll

Trkiks Dizstributed Link Trackimg Client test@l
Trustedlnstaller Windows Hodules Installer testBl

You don't need to stretch your imagination too far to see how this could quickly become
extremely powerful. Imagine instead that you used New-PSSession to make sessions to 100
servers stored in a csv file and run the same command to all of those servers. The change in
the code would be very small.

$sessions = New-PSSession -Compute

(Get-Content servers.csv)

Invoke-Command -Session $sessions -ScriptBlock
{Get-Service | Where-Object {$7.name -like 'T*'}}

How could | have done this in PowerShell 1.0?

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

New-PSSession

Get-PSSession
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Enter-PSSession

Exit-PSSession

Remove-PSSession
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#35 New-PSSessionOption

New-PSSessionOption

What can | do with it?

Create a new object with advanced session settings to be used when opening PowerShell
remote sessions.

Examples:

Show the possible options which can be set with New-PSSessionOption

New-PSSessionOption

B Administrator: Windows PowerShell

PE C:=%2> Mew—PSSessionOption

MaximumConnectionRedirectionCount 5
MoCompression Falze
MoMachineProfile Falze
ProxvAccessType Mone
ProxyAuthentication Megotiate
ProxuyCredential

SkipCACheck False
SkipCHCheck Falze
SkipRevocationCheck False
OperationT imeout 88:83:-608
MoEncryption False
U=z=elUTFi6 False
Culture

UICulture

MaximumBeceivedDataSizePerCommand
MaximumRBReceivedObjectSize
ApplicationArguments

OpenTimeout 88:83:-668
CancelTlimeout A@:01:-88
IdleTimeout B80@:-081:808

PS C:ne o

Set some advanced session options via the $sessionoptions variable and use them to make a
remote PowerShell connection.

S$sessionoptions = New-PSSessionOption
~IdleTimeout 600000 loCompr ] /

~

New-PSSession -Compute

sessionoptions

Notice the difference from the default in the options which have been set.
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sionlption —ldlelimeout LHEEEE —Molompression —HoMachinelProfb ile

L

True

True
Toone

Hegotiate

ionT imeowt
tion

ion ~ComputerMame TestBl -8 ionOption % ionoptionsz

ComputerMams State Conf igurationName Availability

test@l Opened Microzoft.Powerfhell Available

How could I have done this in PowerShell 1.0?

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

New-PSSession

Enter-PSSession

Invoke-Command
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#36 Get-PSSession

Get-PSSession

What can | do with it?

Retrieve remote PowerShell sessions created in the current session.
Examples:

Get all current sessions

Get-PSSession

= administrator: Windows Powershell

PSS C:=%> Get—PS5Session

ComputerHame Conf igurationName Availability

1 Sessionl Microsoft.PowerShell Availahle
2 Session2 test@l Microsoft.PowerShell Availahle
3 Session3d test@l Microsoft.PowerShell Availahle

P3 C:=n>

Get session 3.

Get-PSSession -Id 3

3 Administrator: Windows PowerShell

PS C:x> Get—-PS5S5ession —Id 3
ComputerMame

3 Session3

PS C:v> _

Get all sessions open with Test01. (Not well illustrated in this screenshot since there is only
one server with sessions open, but you get the idea)

Get-PSSession -Computer

2 Administrator: Windows PowerShell

PS C:=%> Get—P3S8ession —ComputerMame TestHl

e TestO1l

ComputerMame Conf igurationMame Availability

1 Sesszionl Microsoft.PowerShell Availahle

2 Se=sion2 testHl Microsoft.PowerShell Availahbhle
3 Session3 testHl Microsoft.PowerShell Availahle

PS C:=n2
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How could I have done this in PowerShell 1.0?

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

New-PSSession

Enter-PSSession

Exit-PSSession

Remove-PSSession

Invoke-Command
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#37 Remove-PSSession

Remove-PSSession

What can | do with it?

Close a remote PowerShell session which is open in the current session.

Examples:

Establish a persistent remote PowerShell connection to Test01 using New-PSSession , return

the results for which services begin with T, then remove that session. Finally confirm the
session has been removed by running Get-PSSession and seeing no results.

New-PSSession -Cor ame TestO1l

Invoke-Command -S¢ on (Get-PSSession -Id 1)

-ScriptBlock {Get-Service | Where-Object {$_.name -like 'T*'}}
Remove-PSSession -Id 1

terHane Testhl

ComputarHann State Conf igurat ionMams Availahility

1 Sessdonl testAl Orpe e Microsoft . PowerShe 11 Auailable

w# Inwoke—Command —Beszio t-PEBess ion id 1» —BcriptBlock {6 Service | Whare-0bject {5 _.name —like

rHane

ging Clisnt

An interesting thing to note is that if you store the session in a variable and then remove the
session you will see that the State changes to Closed.

Establish a persistent remote PowerShell connection to Test01 using New-PSSession and
store that in the variable $sessionl, confirm the session is running via Get-PSSession, then
remove that session. Now examine $sessionl and note the State as Closed.

S$Ssessionl = New-PSSession -ComputerName Test0l
Get-PSSession

Remove-PSSession -Id 1

Ssessionl
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or: Windows PowerShell

1 = Hew=-PiSesszion =ConputerMane Testid
Get-PS5ession

Hamne: Conputerdane State Conf igurationHame: Availability

Sessiond testill Opened Hicrosoft . PowerShe 1] fivailahle

Rermove=PEfesszion =Id 1
Goessiond

Hamne: Conputerdane State Conf igurationHame: Availability

Sessiond testill Closed Hicrosoft . PowerShe 1] Hone

How could | have done this in PowerShell 1.0?

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

New-PSSession

Get-PSSession

Enter-PSSession

Exit-PSSession

Invoke-Command
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#38 Get-PSSessionConfiguration

Get-PSSessionConfiguration

What can | do with it?

Session configurations determine the settings used by remote PowerShell sessions to that
computer. This cmdlet displays the settings for the current configuration(s) used on the local
computer.

Example:

Retrieve the settings used by remote PowerShell sessions on the local computer and display
the properties available.

Get-PSSessionConfiguration | Format-List *

[ povers hell
Filename : dwindi ystend 2y purshplugin . dll
CDMUers ion 1
HnlRenderingT ype

-
: http:s/rschemas .microsoft . .comn/powershell/microsoft.povershell

I T true

slpt r _
ﬂliiﬂhj.lily : {Shell) ) )
:-in lns [ chamas . ||1:.|:|-|.1=|.1Fl. .comAubemsweman sl Aeonf 1'.!14_ APluginConf igueat ion

¥ H chemas soft .com/povershe 1l mice- L. powers he

] yhescriptorSddl : 0 EG:BAD:P{A;; S:PLAU;FAGA; ; ;WD <AL ;8A ; GHGH; ; s WD
Fermizsion ¢ BUILTIM~Administ AccessAllowed

How could | have done this in PowerShell 1.0?

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

Disable-PSSessionConfiguration

Enable-PSSessionConfiguration

Reqgister-PSSessionConfiguration

Set-PSSessionConfiguration

Unreqister-PSSessionConfiguration
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#39 Register-PSSessionConfiguration

Reqgister-PSSessionConfiguration

What can | do with it?

Session configurations determine the settings used by remote PowerShell sessions to that
computer. This cmdlet enables the creation of customised settings for particular session
requirements.

Example:

Create a new PSSession Configuration called BITSTransfer using the startup script
C:\Scripts\StartupScript.ps1. Use StartupScript.psl to import the PowerShell 2.0 BITS
Transfer module so that those cmdlets are available to the user of the remote session. Use
Get-PSSessionConfiguration to confirm the creation.

StartupScript.ps1 contains the command to import the BITSTransfer module - you could
easily add other code in here to further customise the session.

|B| startupScript.ps1 - Notepad

File Edit Format WView Help
mport-mModule BITSTransfer

Register-PSSessionConfiguration -Name BITSTransfer
-StartupScript C:\Scripts\StartupScript.psl

You will see that you are prompted for both confirmation and whether to restart the WinRM
service.

r*m intstrator Windows Powershell
7

%) Register-FESecsisnConfiguration —names BITSTransfer —Startuplcript CinforiptssStartuplcript.psl
#. Thiz will allew adniniztratars ta
[H] Ho [L) Ko to ALl

WERanCanf ig: Ricrozoft.WEHan . Hanagensnt ~WEHan 11 loca LhostsPlig in
Hare Type 1]

HITETranefer Containe: {Hame =Bl TETranafer)

om ““Restart-Sereloe'™ on Target “Hame: WinBH".

9 oper
a to ALL DW] Hoe [L) Ho to All I5] Buspend [7] Help (defasltc iz "¥"):

rancfar o
[t.powershall 8 MAILT IN~Admindistrators Accesofll...
.f‘nml'!ihtll'l-z

To use this particular PSSession Configuration use the New-PSSession cmdlet with the
ConfigurationName parameter and specify the name of the configuration BITSTransfer.
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Then connect to the session with the Enter-PSSession cmdlet and confirm you have the BITS
Transfer module by running Get-Module.

New-PSSession -ConfigurationName BITSTransfer
-ComputerName Test0l

Enter-PSSession -Id 1

Get-Module

er —Lonputerdame Testdl

CompunterHans Btate G wrat innHame Auvailability

testll Opened  BITETranafer Awailahle

on ~=Id 1
Hodule

BitsTranzfer i cfer. Remove-BiteTrancfesr. Resume-BitsTrancfer. Get-BitsT...

Teaztfl 1z PR Cosd

How could I have done this in PowerShell 1.0?

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

Disable-PSSessionConfiguration

Enable-PSSessionConfiguration

Get-PSSessionConfiguration

Set-PSSessionConfiguration

Unreqister-PSSessionConfiguration
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#40 Set-PSSessionConfiguration

Set-PSSessionConfiguration

What can | do with it?

Change the properties of a session configuration which has been registered with Register-
PSSessionConfiguration.

Example:

Create a new PSSession Configuration called BITSTransfer using the startup script
C:\Scripts\StartupScript.ps1. Use StartupScript.psl to import the PowerShell 2.0 BITS
Transfer module so that those cmdlets are available to the user of the remote session. Use
Get-PSSessionConfiguration to confirm the creation.

StartupScript.psl contains the command to import the BITSTransfer module — you could
easily add other code in here to further customise the session.

|B| startupscript.ps1 - Notepad

File Edit Format Wiew Help
Import-Madule BITSTransfer

Now change the properties of that session with Set-PSSessionConfiguration. Clear the startup
script settings and set the MaximumReceivedObjectSizeMB to 50 MB. Confirm the
changes with Get-PSSessionConfiguration .

Register-PSSessionConfiguration -Name BITSTransfer
-StartupScript C:\Scripts\StartupScript.psl
Get-PSSessionConfiguration
Set-PSSessionConfiguration -Name BITSTransfer
-StartupScript $null -MaximumReceivedObjectSizeMB 50
Get-PSSessionConfiguration

You will notice that you are prompted to both confirm the change and to restart the WinRM
service.
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Conf irm
fire you sure you want to perform this action?
Perforning operation "Set—PESessionConf iguration™ on Target "Hame: BITETrancfer™.
[¥]1 Yez [A] Yes to ALl [H] Hoe [L] Mo to ALl [5] Suspend [7]1 Help {default iz "Y¥">:
WEHanConfig: Hicrosoft.WSHan .Hanagement WEHan: : localhoe t“Plugin®BI TETransferxInitializationParaneters

FParanbamne Paranlalue

e ol want to perform thiz action?

operation ""Restart—Service"" on Target "Hame: WinRH*™.

fl Yez to All [H]1 Ho [L] Mo to A1l [£1 Susp-n.-lul [?] Help {default iz "%*):
Ciny Get—-PEfess ionConf iguration

FElersion StartupScript

t.powershell : BUILTIMNAdninistrators AccessALll. ..
Hicrosoft . FowerShe 1132 1

Pa Civwd

How could I have done this in PowerShell 1.0?

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

Disable-PSSessionConfiguration

Enable-PSSessionConfiguration

Reqister-PSSessionConfiguration

Get-PSSessionConfiguration

Unregister-PSSessionConfiguration
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#41 Disable-PSSessionConfiguration

Disable-PSSessionConfiguration

What can | do with it?
Deny access to a session configuration.
Example:

Examine the permissions of the previously created PSSessionConfiguration named
BITSTransfer. Deny access to this session using Disable-PSSessionConfiguration. Use the
Force parameter to supress prompts. Check what the permissions on the configuration have
been changed to.

Get-PSSessionConfiguration -Name BITSTransfer

| Format-Table -Property Name,Permission -Auto
Disable-PSSessionConfiguration -Name BITSTransfer -Force
Get-PSSessionConfiguration -Name BITSTransfer

| Format-Table -Property Name,Permission -Auto

You will see that you are warned that disabling the PSSessionConfiguration will not undo
every change made by Enable-PSRemoting. The effect of running Disable-
PSSessionConfiguration is to set the permission Everyone AccessDenied, except for
BUILTIN\Administrators Access Allowed.

X Adremistrator Windows. Powershell

PE Givd Get-PSE nf igurat ion —Hame BITETranzfer | Format-Table —propsrty Mane.Permizzion —auta

& Emahle
o L Lo dnig

iich restricts renots acosss €0 nembers of the

¢ BITETranzfer | Format-Tahle —property Mane,Permizsion —auta

Subsequently attempting to access that configuration from a remote session results in the
following Access Denied error.

How could I have done this in PowerShell 1.0?

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to
run an interactive session on a remote server.
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Related Cmdlets

Enable-PSSessionConfiguration

Reqister-PSSessionConfiguration

Set-PSSessionConfiguration

Unregister-PSSessionConfiguration
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#42 Enable-PSSessionConfiguration

Enable-PSSessionConfiguration

What can | do with it?

Re-enable access to a session configuration which has previously been disabled with Disable-
PSSessionConfiguration.

Example:

View the permissions of the currently disabled BITSTransfer PSSessionConfiguration, re-
enable it, and then view the permissions again.

Get-PSSessionConfiguration -Name BITSTransfer

| Format-Table -Property Name,Permission -Auto
Enable-PSSessionConfiguration -Name BITSTransfer
Get-PSSessionConfiguration -Name BITSTransfer

| Format-Table -Property Name,Permission -Auto

You will notice that the Everyone AccessDenied permission is removed as part of the
process, which also includes two confirmation prompts.

X Adewnistrator Windows PowerShell

PRSP 1

PE Cino Get-PR nConf igurat ion —Name BITSTransfer | Fornat-Tahle —property Name, Pe
Nara Permnizsion

BlISTransfer Evervone flccesslenied, BUILTIN\Adninistrators Accesshlloved

essionConfiguration ~Name BITSTransfer

ation
~HEManQuickConf ig"” to enable this nachine for wemote managenent through WinRBM sewvice.

rtod) the VinRN service
. start
3. on any IP address
4. Enabling fireuvall exception for US-Management traffic <For http onlyd.

you want to continue?
(Y] Yes [R) A1l [N] No (L) No to All (S) Suspend (7] Help {default is "¥'):
VinkM already up to receive requests on this machine.
MinRM already is et up for remote nanagement on this nachine.

Conf irm
Aro you sure you want to pe m this action?
Perforning operation “$ onConf iguration' on Target “"Name: Slra 3 5 : This

r
:lected ely ran Windows PowerShell comnand
IL) Ne to All (5] Suzpend (71
nConf iguration ~Neme BITSTransfer | Fornat-Table -

ion

BITETransfer BUILTINVAdainistrators Acceszsfllowed

PS C:\>

How could I have done this in PowerShell 1.0?

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

Disable-PSSessionConfiguration
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Reqgister-PSSessionConfiguration

Set-PSSessionConfiguration

Unregister-PSSessionConfiguration
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#43 Unregister-PSSessionConfiguration

Unregister-PSSessionConfiguration

What can | do with it?
Delete PSSessionConfigurations on the local computer.
Example:

View the existing available PSSessionConfigurations with Get-PSSessionConfiguration,
remove the BITSTransfer configuration and then confirm it has been removed.

Get-PSSessionConfiguration
Unregister-PSSessionConfiguration -Name BITSTransfer
Get-PSSessionConfiguration

You will see that you are prompted to both confirm and the action and the restart of the
WinRM service.

midovws Powershell

igurat ion

iom Startupfcript Permission

perfo

tion "Unreg i:L F iguira m" on Target "Hamnc: HITETrar

Cam
to ALl [H] Ha (L] Ha to ALl 21 izpend [7T]1 Help <defaule iz

on s
n Target amiz ;. WinBH"™.
igpand [7] Help (defaule iz "¥'")}:

Iminiztrators Accezsfll. ..

B Caw?

How could I have done this in PowerShell 1.0?

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

Disable-PSSessionConfiguration

Enable-PSSessionConfiguration

Reqister-PSSessionConfiguration
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Set-PSSessionConfiguration
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#44 Set-WSManQuickConfig

Set-WSManQuickConfig

What can | do with it?

Configure the local computer for use with WS-Management .

Example:

Configure the local computer to be enabled for remote management with WS-Management .

Set-WSManQuickConfig

This will produce output similar to the below; note the command was run on a Windows
Server 2008 64-bit system.

command has significant securdty implicatioms. as it enables remote management through
F.-

running. If the WinF¥ zewvice 3 the rervice iz ztarted.
the tra rt is HITF.

ce an this computer?

G—HMan regquests to any IP on this machine .
enakbled.

Set-WSManQuickConfig runs the following tasks:

—— Starts the WinRM service if necessary.

—— Sets the startup type on the WinRM service to Automatic.

—— Creates a listener to accept requests on any IP address.

—— Enables a firewall exception for WS-Management communications.

You are prompted to confirm the action.
How could I have done this in PowerShell 1.0?

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release.

Related Cmdlets

Connect-WSMan

Disable-WSManCredSSP

Disconnect-WSMan

Enable-PSRemoting

Enable-WSManCredSSP
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Get-WSManCredSSP

Get-WSManlnstance

Invoke-WSManAction

New-PSSession

New-WSManlnstance

New-WSManSessionOption

Test-WSMan
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#4.5 Connect-WSMan

Connect-WSMan

What can | do with it?

Create a connection to a remote computer using WS-Management .

Example:

Connect to the remote server Test01 using WS-Management . Use the WSMan provider to
examine the WSMan Shell properties and change the value for MaxShellsPerUser to 10.

e TestO1

Connect-WSMan -Computer
cd wsman:
dir

2 Administrator: Windows PowerShell

PSS C:-%> Connect—WSMan —ComputerMame Test@l
PS C:=%» cd w=man:
PS5 WSMan:»> dir

WEManConfig:

ComputerMame Tupe

Container
localhost Containep

PS WSMan:=~2> _

cd .\localhost
dir | Format-Table -AutoSize

= administrator: Windows Powershell

PSS WSMan:%~>» cd .“~localhost
PS WSHMan:“localhost> dir | Format-Tabhle —AutoSize

WSManConfig: Microsoft.WSMan.ManagementsWSMan::localhost

Value T upe
MaxEnvelopeSizekh System.String
MaxT imeoutmns System.String
MaxBatchl tems System.String
MaxProviderRegquests 4294967275 System.String
Client Container
Service Container
Shell Container
Listener Container
Plugin Container
ClientCertificate Container

PS WSMan:“localhost> _

cd Shell
dir | Format-Table -AutoSize
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= administrator: Windows Powershell

PS WSMan:“localhost“~S5hell*> cd Shell
PSS WSMan:“localhost~3hell*> dir §| Format-Tahle —AutoSize

WEManConfig: Microsoft_WSHMan.Management“WSMan::localhost*~Shell

Ualue Tupe
AllowRemoteShellAccess true Sustem_String
IdleTimeout 1888488 System.String
MaxConcurrentlUsers L Suystem_String
MaxShellRunT ime 2147483647 Suystem.String
MaxProcessesPerShell 15 Suystem_String
MaxMemoryPerShel11MB 158 System.String
MaxShellszsFPerllzer L Suystem_String

PSS WSMan:»localhost~ShellX> _

Set-Item -Path MaxShellsPerUser -Value 10
dir | Format-Table -AutoSize

= administrator: Windows Powershell

PS WSMan:“localhost“~S5hell> Set—-Item —Path MaxShellsPerllzer —Ualue 1@
PSS WSMan:“localhost~3hell*> dir §| Format-Tahle —AutoSize

WEManConfig: Microsoft_WSHMan.Management“WSMan::localhost*~Shell

Ualue Tupe
AllowRemoteShellAccess true Sustem_String
IdleTimeout 1888488 System.String
MaxConcurrentlUsers L Suystem_String
MaxShellRunT ime 2147483647 Suystem.String
MaxProcessesPerShell 15 Suystem_String
MaxMemoryPerShel11MB 158 System.String
MaxShellszsFPerllzer 18 Suystem_String

PSS WSMan:»localhost~ShellX> _

How could | have done this in PowerShell 1.0?

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release.

Related Cmdlets

Disable-WSManCredSSP

Disconnect-WSMan

Enable-PSRemoting

Enable-WSManCredSSP

Get-WSManCredSSP

Get-WSManlnstance
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Invoke-WSManAction

New-PSSession

New-WSManlnstance

New-WSManSessionOption

Remove-WSManlnstance

Set-WSManlnstance

Set-WSManQuickConfig

Test-WSMan
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#46 Test-WSMan

Test-WSMan
What can | do with it?

Test whether WS-Management is available on a computer.

Example:

Test whether WS-Management is available on Test01.

Test-WSMan -ComputerName TestOl

You will notice you receive a response detailing wsmid, ProtocolVersion, ProductVendor
and ProductVersion if the query is successful.

3 Administrator: Windows PowerShell

P8 C:=x> Test—WSHan —ComputerMame Test@1

wsmid http:srschemas .dntf .org- wbemns wsmansidentity-s1l wsmanidentity.xsd
ProtocollUerzion http: s schemas.dmntf .org whemnswsman-1 wsman .xsd

ProductUendor Microsoft Corporation
ProductUerzion 05: B.8_.8 5P- 8.8 Stack: 2.@

How could I have done this in PowerShell 1.0?

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release.

Related Cmdlets

Connect-WSMan

Disable-WSManCredSSP

Disconnect-WSMan

Enable-PSRemoting

Enable-WSManCredSSP

Get-WSManCredSSP

Get-WSManlnstance

Invoke-WSManAction
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New-PSSession

New-WSManlnstance

New-WSManSessionOption

Remove-WSManlnstance

Set-WSManlnstance

Set-WSManQuickConfig
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#47 Invoke-WSManAction

Invoke-WSManAction

What can | do with it?

Invoke an action using WS-Management .

Examples:

Check the status of the BITS service on Test01, use WS-Management to stop the service, and
then check its status again.

Get-Service BITS -C ne TestO01l

Invoke-WSManAction - | StopService -ResourceURI wmicimv2/Win32 Service
-SelectorSet @{Name="BITS"} -ComputerName Test0l -Authentication Default
Get-Service BITS -ComputerNam

X drearestrator: Wndows Powershell

it * Gat—farvice BITE —ComputerMamne Teszeini
Hane s playHarms
Hienming HITE Backyraund Intelligent TransFer Ser. ..

Ps C:ny Imvoke-USHanfct ion -fction Stopfervice -resourceuri waicimel AWindd Service -Zelectorfet E{Hame="RITS"} —Computer
Mame Testdl -Authentication Default

wn i root o imdAlind2_Sereice
n
Laaigy

:H:.:.r.l.ll'liUﬂ L .' T

Wi Get—Ssrvice HITE —ComputerMame Test@l
[ ETRTH

BIT: Background Intelligent Transfer Ser...

How could I have done this in PowerShell 1.0?

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release.

Related Cmdlets

Connect-WSMan

Disable-WSManCredSSP

Disconnect-WSMan

Enable-PSRemoting

Enable-WSManCredSSP

Get-WSManCredSSP

Get-WSManlnstance
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New-PSSession

New-WSManlnstance

New-WSManSessionOption

Remove-WSManlnstance

Set-WSManlnstance

Set-WSManQuickConfig

Test-WSMan
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#48 Get-WSManlInstance

Get-WSManlnstance

What can | do with it?

Retrieve an instance of a management resource specified by a URI by using WS-
Management.

Examples:

Display management information for the BITS service on the remote computer Test01.

Get-WSManInstance wmiciva/winBZ_service
-SelectorSet @{name="BITS"} -ComputerName Test0l

Notice that you receive many properties for the BITS service.

{name="BITE"} -computernane TestHl

iSrootsoim2Alind2 _Service

ek bamdwidth. If the service iz disabled. &
wo dows Update or BEM Exploresr. will bes wna
d other information.

Display management information for the WS-Management listener configuration on the
remote computer Test01.

Get-WSManInstance winrm/config/listener
-SelectorSet @{Address="*";Transport="http"} -Compute

me TestO0l

Notice that you receive a number of properties of the listener.
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—selectorset B{Address=""=";Transport="http"} —computername TestHl

:onf igslistoner

7. i8l, Fel@:iSefesd72.28.2. 247211 ...%

How could I have done this in PowerShell 1.0?

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release.

Related Cmdlets

Connect-WSMan

Disable-WSManCredSSP

Disconnect-WSMan

Enable-PSRemoting

Enable-WSManCredSSP

Get-WSManCredSSP

Invoke-WSManAction

New-PSSession

New-WSManlnstance

New-WSManSessionOption

Remove-WSManlnstance

Set-WSManlnstance

Set-WSManQuickConfig

Test-WSMan
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#49 New-WSManlInstance

New-WSManlnstance

What can | do with it?

Create an instance of a management resource for use with WS-Management.

Example:

Create an instance of a management resource for use with WS-Management using HTTPS.

You need to specify a certificate for use with this listener since it is HTTPS. For testing
purposes it is possible to create a self-signed certificate within 11S. Open the Create Self-
Signed Certificate Wizard and enter a name.

20

1l Specify Friendly Hame
i

Specfy a fie name for the cerbificate request, This information can be sent to a certificate authority
for sigring:

Specify & frendly name for the certificate:
ITe-s-r

ITI Cancel ]

Export it to C:\Temp
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Export Certificate 2| =]

crers ]

Import the pfx file into the Personal Certificate Store

Certihcate ITmport Wizard
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xq

Password
To maintan secunty, the prvate key was protected vwith a password,

Type the password for the private key,

Password:

|

[~ Ensble strong prvate key protection, You vl be prompted every tme the
private key is used by an spolcation if you enabie this cption,

= Mark this key 25 exportable, This wil allow you o badk up or transport your
keys at a later time,

[V Indude gl extendes properties,

Learn more about protecting private keye

< Back l Next > I Cancel I

corticate tmport wiarnd %

Certificate Store
Certificate stores are system areas where certficates are kapt,

Windaws can automatcaly select a certificate store, or you can specify a location for
the certificate.,

(" Place al certificates in the followng store

Learn more about certificate stores

<pok [ mea> ] conce |

For the New-WSManlnstance cmdlet you will require the thumbprint of this certificate, you
can find this using PowerShell and the Certificate Provider.

Get-Childitem -Path cert:\CurrentUser\My | Format-List
FriendlyName, Thumbprint

» Get=Childitem =path cert:“CorrentlsersHy | Format=List Friendlydane . Thonbprint

BPAA531S R0 280

FE Civd o
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Creation of the new WSManlinstance using HTTPS is as follows:

New-WSManInstance winrm/config/Listener
SelectorSet @{Address="*";Transport="HTTPS"}
-ValueSet

@{Hostname="Test01l";CertificateThumbprint="01F7EBO7A4531750D920CE6A588BEF5"}

er —SelecterBet B{Address: o= Tranzpore s"HTITPEY} -UalueBet B Ho®tnome "' Tes
ZACERASHR

<o Les anon ynous

You can verify this remotely using the Get-WSManInstance cmdlet.

Get-WSManInstance winrm/config/listener
-SelectorSet @{Address="*";Transport="https"} -ComputerName Test0l

iy Get—WEManlnstance winrmsconf ig-listener —selectorset BifAddress="'=";Transport="https"} -compaternane Test@l

seonf igelistoner

; FalB: iSaFeil V2. 20 2. 24711, ..}

How could | have done this in PowerShell 1.0?

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release.

Related Cmdlets

Connect-WSMan

Disable-WSManCredSSP

Disconnect-WSMan

Enable-PSRemoting

Enable-WSManCredSSP

Get-WSManCredSSP

Get-WSManlnstance

Invoke-WSManAction

New-PSSession

New-WSManSessionOption
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Remove-WSManlnstance

Set-WSManlnstance

Set-WSManQuickConfig

Test-WSMan
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#50 Set-WSManlInstance

Set-WSManlnstance

What can | do with it?

Change the properties of a management resource for use with WS-Management.

Example:

Set the Enabled property of the HTTPS listener created with New-WSManlnstance to false,
effectively disabling it. Tip: watch out for case sensitivity in ValueSet

Set-WSManInstance winrm/config/listener
-SelectorSet @{address="*";transport="https"}
-ValueSet @{Enabled="false"}

w3 Bet-UEManlnstance winemsoonlig-listener -selsctorset Bladdress=""w'"itransport="hitps"? -valueset E{Enabled=-'"false]™

chenas .microzef & . conswhen wenan Ll sconf igslistenar
.l L org o2 BRL K HLE s hema - instance

ateThushprint
g Lam Lnegln H

How could | have done this in PowerShell 1.0?

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release.

Related Cmdlets

Connect-WSMan

Disable-WSManCredSSP

Disconnect-WSMan

Enable-PSRemoting

Enable-WSManCredSSP

Get-WSManCredSSP

Get-WSManlnstance

Invoke-WSManAction

New-PSSession
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New-WSManlnstance

New-WSManSessionOption

Remove-WSManlnstance

Set-WSManQuickConfig

Test-WSMan
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#51 Remove-WSManInstance

Remove-WSManlnstance

What can | do with it?

Remove a management resource that has been previously created for use with WS-
Management.

Example:

Check for existing HTTPS Listeners. Remove the existing HTTPS listener created with New-
WSManlnstance . Check again to confirm its removal.

Get-WSManInstance winrm/config/listener
-SelectorSet @{Address="*";Transport="https"}
Remove-WSManInstance winrm/config/listener
-SelectorSet @{address="*";transport="https"}
Get-WSManInstance winrm/config/listener

-SelectorSet @{Address="*";Transport="https"}

You will notice that you receive a nasty red error when trying to retrieve it after it has been
removed.

Czw2 Get-MiManlnstance winem-conflgslistener —selectorset B{Addresa="+";Tranaport="httpa'}

bemunman <L conf igs listenar
ma-1nst (=

Li Thambpsine g 31 75ADY ZACES A S HABFS

TS S T ST T ]
t="hitpz "3

How could | have done this in PowerShell 1.0?

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release.

Related Cmdlets

Connect-WSMan

Disable-WSManCredSSP

Disconnect-WSMan
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Enable-PSRemoting

Enable-WSManCredSSP

Get-WSManCredSSP

Get-WSManlnstance

Invoke-WSManAction

New-PSSession

New-WSManlnstance

New-WSManSessionOption

Set-WSManlnstance

Set-WSManQuickConfig

Test-WSMan
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#52 New-WSManSessionOption

New-WSManSessionOption

What can | do with it?

Create a session option hash table for use with the WS-Management cmdlets Get-
WSManlnstance, Set-WSManlnstance, Invoke-WSManAction and Connect-WSMan.

Example:

Create a session option hash table for use with the Set-WSManlnstance cmdlet to update the

HTTPS listener created with New-WSManlnstance .

Soptions = New-WSManSessionOption -OperationTimeout 1000
-SkipRevocationCheck

Set-WSManInstance winrm/config/listener

-SelectorSet @{address="*";transport="https"}
-SessionOption $options

X admmistrator; Windows Powershell

PE ptionz e ui—HEHan B mlpt ian —Dperation] imeout 1AB8 -BkipRevecat iam
o t=UEManInstances win nf igslistener ~Selectorfet B{addpesz="%"]trans

Aeanf lgslistener

eThumbprint

cat i
m-Lneglm : £127.8.8. « =:l. Fel@: hefetlTa.ZH. 2. 24F10...3

How could I have done this in PowerShell 1.0?

r ~Bepzionlption Soptione

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release.

Related Cmdlets

Connect-WSMan

Disable-WSManCredSSP

Disconnect-WSMan

Enable-PSRemoting

Enable-WSManCredSSP

Get-WSManCredSSP

Get-WSManlnstance

Invoke-WSManAction
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New-PSSession

New-WSManlnstance

Remove-WSManlnstance

Set-WSManlnstance

Set-WSManQuickConfig

Test-WSMan
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#53 Enable-WSManCredSSP

Enable-WSManCredSSP

What can | do with it?

Enable CredSSP authentication on a computer allowing a user's credentials to be passed to a
remote computer for authentication. (Think authentication for background jobs on remote
computers.) Note: this cmdlet requires running from an elevated PowerShell session.

Example:
Enable user’s credentials on the local computer to be sent to the remote computer Test02.
Enable-WSManCredSSP -Role client -DelegateComputer Test02.test.local

You will notice that you are prompted to confirm and given a warning that making this
change will allow the remote computer to have access to your username and password.

Fole olient =Deles conputer [estH2 . test.local

pirat ion For b i el 1 1L

I gamt to & vemote computer. IFf wpow use ©
r. that computer will hawe sccess Eo your ur
" Help topic.

s omlorosof t .comsubemswsman 1l oonfl igsclisnt anth

How could | have done this in PowerShell 1.0?

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release.
Related Cmdlets

Connect-WSMan

Disable-WSManCredSSP

Disconnect-WSMan

Enable-PSRemoting

Get-WSManCredSSP

Get-WSManlnstance

Invoke-WSManAction
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New-PSSession

New-WSManlnstance

New-WSManSessionOption

Remove-WSManlnstance

Set-WSManlnstance

Set-WSManQuickConfig

Test-WSMan
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#54 Get-WSManCredSSP

Get-WSManCredSSP

What can | do with it?

View the CredSSP configuration on the local computer. Note: this cmdlet requires running
from an elevated PowerShell session.

Example:

View the CredSSP configuration on the local computer which has previously been enabled
for client CredSSP via Enable-WSManCredSSP.

Get-WSManCredSSP

You will notice the client part has been enabled, but not the server.

o allow delegating fre ale to the following target{s)d! weman-Testll.tect.local

jubed to reosive opeden a pemote olient computer.

How could I have done this in PowerShell 1.0?

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release.

Related Cmdlets

Connect-WSMan

Disable-WSManCredSSP

Disconnect-WSMan

Enable-PSRemoting

Enable-WSManCredSSP

Get-WSManlnstance

Invoke-WSManAction

New-PSSession

New-WSManlnstance

New-WSManSessionOption

Remove-WSManlnstance
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Set-WSManlnstance

Set-WSManQuickConfig

Test-WSMan
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#55 Disable-WSManCredSSP

Disable-WSManCredSSP

What can | do with it?

Disable CredSSP configuration on a computer. Note: this cmdlet requires running from an
elevated PowerShell session.

Example:
Disable the CredSSP configuration on the local computer which has previously been enabled

for client CredSSP via Enable-WSManCredSSP. Confirm this has been successful with Get-
WSManCredSSP.

Disable-WSManCredSSP -Role client
Get-WSManCredSSP

You will notice that the computer is no longer configured for CredSSP authentication.

X Administrator Windows PowerShell

an

snt computer.

How could I have done this in PowerShell 1.0?

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release.

Related Cmdlets

Connect-WSMan

Disconnect-WSMan

Enable-PSRemoting

Enable-WSManCredSSP

Get-WSManCredSSP

Get-WSManlnstance

Invoke-WSManAction

New-PSSession

New-WSManlnstance

New-WSManSessionOption
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Remove-WSManlnstance

Set-WSManlnstance

Set-WSManQuickConfig

Test-WSMan
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#56 Disconnect-WSMan

Disconnect-WSMan

What can | do with it?

Disconnect a connection previously made to a remote computer using WS-Management with
the Connect-WSMan cmdlet.

Example:

Disconnect from the remote server Test01 using WS-Management .

Disconnect-WSMan -ComputerName Test01l
How could | have done this in PowerShell 1.0?

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release.

Related Cmdlets

Connect-WSMan

Disable-WSManCredSSP

Enable-PSRemoting

Enable-WSManCredSSP

Get-WSManCredSSP

Get-WSManlnstance

Invoke-WSManAction

New-PSSession

New-WSManlnstance

New-WSManSessionOption

Remove-WSManlnstance

Set-WSManlnstance

Set-WSManQuickConfig

Test-WSMan
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#57 Import-PSSession

Import-PSSession

What can | do with it?

Import commands from a Remote PowerShell session into the current session, for instance
from a remote session on another computer.

Example:

Establish a remote session with Test01 using New-PSSession. Use Invoke-Command to
initiate the use of the BITSTransfer module. Use Import-PSSession to make the contents of
the BITSTransfer module available in the local session even though the BITSTransfer
module has not been imported on the local computer.

Note: Technically I could just have imported the BITSTransfer module on the local machine;
however, this example is to demonstrate that potentially any module could be brought across
to the local session.

$sessionl = New-PSSession -ComputerName Test0l
Invoke-Command -Session $sessionl -8 i lock {Import-Module BITSTransfer}
Import-PSSession -S on $sessionl le BITSTransfer

B administrator Windews P

lapare—Hedile BITETranszferd
TramsFar

cagi_ilHE alh ba—"YeFf 407, . {Et i ni&fer. Hemove-BitzTranzfer, Hesime-BitsTeansfer, Gee-HitsT__ .

Confirm the contents of the BITSTransfer module is now available in the local session.

Get-Command *Bits* -Com

andType Function

FE Cind Get—Command *=Bitcsw —CommandType Function
ConmandT ype Definitian

Funct ion Add-BitsFile

Funct ion Conplete-BitsTransfer
Funct ion Get—BitsTe ]

Funct ion K i

Funct ion

Funct ion

Funet iom

Funct iom Suspend-BiteTransfer

PS C:nd o

Extras:
Ravikanth Chaganti has an excellent post covering this cmdlet in more detail here.

How could I have done this in PowerShell 1.0?
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Remoting did not exist in PowerShell 1.0, you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

New-PSSession

Export-PSSession
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#58 Export-PSSession

Export-PSSession

What can | do with it?

Export commands from a remote PowerShell session into a module saved on the local
system.

Example:
Establish a remote session with Test01 using New-PSSession. Use Invoke-Command to

initiate the use of the BITSTransfer module. Export the commands from the BITSTransfer
module into a module saved on the local system and called BITSCommands.

$sessionl = New-PSSession -Compute
Invoke-Command -Session $sessionl

Export-PSSession -Session $sessionl -
-OutputModule BITSCommands -AllowClobber

{Import-Module BITSTransfer}
le BITSTransfer

The exported files are stored within your PowerShell profile folder.

Audministrator; Windows Fowershell

k {lmport-Moduls BITSTransier)
ancfer ~futputModules BITSCommands =AllowClobber

GUID 3
DescElption
ModulaToPcoceas = §('BITSCommmnds. panl
FocmasaToPeogeas = B('B

HoduleVeralon

Peivarelbacs Bi
IrplicicPemnting
1

You could make use of this module at a later date with:

Import-Module BITSCommands
Extras:
Ravikanth Chaganti has an excellent post covering this cmdlet in more detail here.
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How could I have done this in PowerShell 1.0?

Remoting did not exist in PowerShell 1.0, you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

New-PSSession

Import-PSSession
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#59 Set-PSBreakpoint

Set-PSBreakpoint

What can | do with it?

Carry out debugging by setting a breakpoint based on a condition such as line number,
command or variable.

Examples:
Set a breakpoint at line 3 in the script C:\Bowling.ps1 (This is an example script taken from

the 2008 Scripting Games. During the execution of the script the variable $iPoints is
frequently incremented to a new value) Then run the script to utilise the breakpoint.

Set-PSBreakpoint -Script Bowling.psl -Line 3

You receive confirmation of the breakpoint set:

t—PEBreakpoint —Script Bowling.psl -Line 3

Line Command Variable fction

ling.psl

Now when you run the script, you are informed at what point we have stopped at and the
current value of $iPoints. Typing Exit will leave the debugging mode.

[ inistrator: Windows Power Shell

For the next example set a breakpoint based on the variable $iPoints and carry out an action
to save the value of $iPoints at that point in time into the file C:\log.txt.

ble iPoints
ject $iPoints}

Set-PSBreakpoint -Script .\Bowling.psl -V

-Action {Out-File log.txt -Append -Inputob:

This time the confirmation shows both a Variable and an Action have been set as part of the
Breakpoint.

Line Commanid Bariahle Rction

iPoints Dut=Pils log.t=t ~Appen...
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Running the script does not bring up the interactive debugger this time.

= Administrator: Windows PowerShell

P8 C:x» .sBowling.psl

187
P3 C:inr

However, the log.txt file is created and its contents show the value of $iPoints each time it is
referenced in the script.

&log.txt - Notepad

File Edit Format View

0
2
7
14
17
25
33
34
44
53
54
63
64
69
74
77
24
24
28
93
103
105
105
107

How could I have done this in PowerShell 1.0?

Setting breakpoints did not exist in PowerShell 1.0, however most scripting IDESs ship with
debugging features.

Related Cmdlets

Get-PSBreakpoint

Enable-PSBreakpoint

Disable-PSBreakpoint

Remove-PSBreakpoint
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#60 Get-PSBreakpoint

Get-PSBreakpoint

What can | do with it?

Retrieve debugging breakpoints that have been set with Set-PSBreakpoint.

Examples:

Retrieve all current breakpoints.

Get-PSBreakpoint

Notice the different options which have been set on the breakpoints.

s Powmersduell

Line Comesnd Uariahle Aot imn

H Bowling. pal 3
1 Bawling.psl iPeincs Due—File log.txt —AppeEn. ..

Retrieve only breakpoints which have been set using the VVariable parameter.

Get-PSBreakpoint -Type Variable

Notice only one breakpoint is returned this time.

B Adrvirsstrab or: Wirsd ows PoswerShell
Get—FEBreakpoint -Iype Uariable

fpt-File log.txt —Appen...

How could | have done this in PowerShell 1.0?

Setting breakpoints did not exist in PowerShell 1.0, however most scripting IDEs ship with
debugging features.

Related Cmdlets

Enable-PSBreakpoint

Disable-PSBreakpoint

Remove-PSBreakpoint

Set-PSBreakpoint
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#61 Disable-PSBreakpoint

Disable-PSBreakpoint

What can | do with it?

Disable debugging breakpoints that have been set with Set-PSBreakpoint.

Example:

Disable the breakpoint with ID 0 and then check its properties to confirm it has been
disabled.

Disable-PSBreakpoint -Id 0
Get-PSBreakpoint -Id 0 | Format-List *

You will notice that the Enabled property is set to False.

15 administrator: Windows Powershell

PS C:=%2> Diszsable—-PSBreakpoint —id A
PS C:=x> Get—PSBreakpoint —id B | Format—List =

Co lumn I - |
Line : 3
Action
Enahled :{False
HitCount = W

I |

: C:xBowling.p=sl

How could I have done this in PowerShell 1.0?

Setting breakpoints did not exist in PowerShell 1.0, however most scripting IDEs ship with
debugging features.

Related Cmdlets

Get-PSBreakpoint

Enable-PSBreakpoint

Remove-PSBreakpoint

Set-PSBreakpoint
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#62 Enable-PSBreakpoint

Enable-PSBreakpoint

What can | do with it?

Re-enable debugging breakpoints that have been disabled with Disable-PSBreakpoint.

Example:

Re-enable breakpoint with ID 0 and then check its properties to confirm it has been enabled.

Enable-PSBreakpoint -Id 0
Get-PSBreakpoint -Id 0 | Format-List *

You will notice that the Enabled property is set to True.

3 select Administrator: Windows PowerShell

PSS C:=~» Enabhle-PSBreakpoint —-id @
PS C:%2> Get—PSBreakpoint —id B | Format—List =

- A
Script : C=xBowling.psi

How could I have done this in PowerShell 1.0?

Setting breakpoints did not exist in PowerShell 1.0, however most scripting IDEs ship with
debugging features.

Related Cmdlets

Get-PSBreakpoint

Disable-PSBreakpoint

Remove-PSBreakpoint

Set-PSBreakpoint
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#63 Remove-PSBreakpoint

Remove-PSBreakpoint

What can | do with it?

Remove debugging breakpoints that have been set with Set-PSBreakpoint.

Examples:

Check existing breakpoints and remove the breakpoint with ID 0.

Get-PSBreakpoint
Remove-PSBreakpoint -Id 0

Confirmation that breakpoint with ID 0 has been removed.

X ndrministrstor; Windows Pouershell
Gut—FPEBreakpnint

Line Command a fotion

3

Out—File log.txt —Appen...

Line Corsand Uarishle fotion

1 Bowling.pad iPaints Dut—File log.tx=t —Appen. ..

Check existing breakpoints and remove all of them.

Get-PSBreakpoint
Get-PSBreakpoint | Remove-PSBreakpoint

) Advarastr atoe: Wendows Possershell
wr Gat-FPSBreakpoint

Uariahle Aotien

~pel

Out-Fils log.t=xt -Appen...

| Remava—PEHreakpo int

How could I have done this in PowerShell 1.0?

Setting breakpoints did not exist in PowerShell 1.0, however most scripting IDEs ship with
debugging features.

Related Cmdlets

Get-PSBreakpoint

Enable-PSBreakpoint

Disable-PSBreakpoint
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Set-PSBreakpoint
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#64 Clear-History

Clear-History
What can | do with it?

Remove commands from the history of those entered in the current session. PowerShell has
two places where a history of the commands you have entered are kept. Within the console
you can use F7 to view them and Alt-F7 to clear that list. There are also some cmdlets for
managing PowerShell history, such as Get-History and the new Clear-History.

Example:

Check current history. Then remove any commands from the history which contain the string
set.

Get-History
Clear-History -CommandLine *set*

The initial history is as below:

il - Wil Posssir Sl

k]
£ wBowling.psl —Yariabhle iPointz —fAction {0uwt-File log.txt —Append —Inputobject SiPoimtsd

! Remnove-PEEreakpaint

get-history
el

Now we remove any commands from the history which contain the string set. You can see
they have been removed and the others remain.

strator: Windows PowerShell

Remove—PEBreakpoint

1
5
h
B
3
]
B

=

r—History —CommandLine =zet=

=
[
7]
i

W

How could I have done this in PowerShell 1.0?

Andrew Watt explains how you can clear history in PowerShell 1.0 on this forum post.
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From a new session, set the preference $MaximumHistoryCount variable to 1, then get the
current history and export it to XML.

SMaximumHistoryCount = 1
Get-History | Export-Clixml "History.xml"

Edit the XML document, remove the text between <S> and replace it with "No commands
have been entered"

<0hjs Yersion="1.1.0.1" #mins="http:/ fschemas.microsoft .com/powershell / 2004 /04"
<0bj Refld="0"»
- «TH Refld="0">
=T=Microsoft.PowerShell.Commands.HistoryInfo</T>
<T=8ystem.Object</T>
</ TN>
zToString=$MaximumHistoryCount = 1</ToString=
- =Props=
<l N="1d">2</164> -
=<5 N="CommandLing">No commands have been entered</S>
- =0b) H="ExecutionStatus” FEfld="1"= — T

Create a script called Empty-History.ps1 containing the below:

function global:Empty-History({
SMaximumHistoryCount = 1
Import-Clixml "History.xml" | Add-History

}

Now dot source the script and use the Empty-History function to clear your history.
Related Cmdlets
Get-History

Add-History

Invoke-History
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#65 New-EventLog

New-EventLog

What can | do with it?

Create a custom Event Log.

Example:

Create a custom Event Log named Appl with an event source of AppEvent. Use the Get-
EventLog cmdlet to confirm it has been created. Tip: New-EventLog requires a PowerShell
session with elevated privileges.

New-EventLog -I Nam
Get-EventlLog -List

You can see that the Appl Event Log has been created.

Appl -Source AppEvent

PS C:%»* HNew-EventLog —-LogMame Appl —Source AppEvent
PS C:x> Get—EventLog —List

Max(K>» Hetain

7
A
5]
?
5]
A
5]
A

Overf lowAction

OveruriteQlder

OuveruritefAsNeeded
OuvervritefAsNeeded
Overuritellder

OuvervritefAsNeeded
OuveruritefAsNeeded
OuvervritefAsNeeded
OuveruritefAsNeeded

Entries

wnniication
HardwareEvents
Internet Explorer

Key Management Service
Security

System

Windows PowerShell

You can create entries in this log using the Write-EventLog cmdlet, e.g.

Write-EventLog -LogName Appl -Sourc
-Message "Error 1020 has occurred"

>~ AppEvent -ID 1020

Here's confirmation in Event Viewer that the Appl Event Log exists and we have created the

above entry in it.

Ty Sarver Manages (TESTOL)
B 5 Roles
4] foi] Faaures
[=1 m Diagnostics
(=1 {4] Evert Wiawer
¥ | Custom Wiews
# | m Windows Logs

in| Apol

[ Microsaft

-3 Subscptions

in|
{s| Interret Explorer
i ey Management 5

fs| Windows Powershe

Appl 1 Events
Level | Bate and Time | Source [ Evert [0 | Task Caegory |
() Irfarmation 220212010 22:03: 16 AppEvers 1wz (1)

= J_’.ppi-:atl:ns and Servir | pent 1020, AppEuent

| Hardweare Evanks General In'ﬂ"-’”j |

-ErmT 1020 has occured

How could I have done this in PowerShell 1.0?
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You could have used the .NET System.Diagnostics.EventLog class and the

CreateEventSource method to create a custom event log.

SLogDetails =

New-Object System.Diagnostics.EventSourceCreationData "AppEvent",
[System.Diagnostics.EventLog]::CreateEventSource ($LogDetails)

Related Cmdlets

Clear-EventLog

Get-EventLog

Limit-EventLog

Remove-EventLog

Show-EventLog

Write-EventLog

Get-WinEvent
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#66 Limit-EventLog

Limit-EventLog

What can | do with it?

Set the size and age properties of an Event Log.

Example:

Set the following properties on the Application Log on the remote computer Test01:
Maximum Size = 5MB

OverflowAction = DoNotOverWrite

Test01l -LogName Application
*tion DoNotOverWrite

Limit-EventLog -Com >
-MaximumSize 5MB -Overflow

uterMamne Teatdl -LogMame Applicacion —Maxi i ize HHAE —Ouverf lowlctfom DoMotOuerlrite

Before:

Maximum log size ([ KB ) EUdﬁﬂﬁ
When maximum event log size is reached:

i Ovenwrite events as needed (oldest events first)

" Archive the log when full, do not overwrite events

" Do not overwrite events [ Clear lzgs manually )

After:

Maxirmum log size { KB ) SIEDﬁ
When rmaximum event log size is reached:

" Overwrite events as needed (cldest events first)

" Archive the log when full, do not overwrite events

% Do not ovenwrite events  Clear logs manually )

How could I have done this in PowerShell 1.0?

You could use WMI to set properties on an event log. For example to set the MaxFileSize of
the Application Log to 5MB use the below. (Thanks to Richard Siddaway for the tip that
you need to use psbase to save the changes, just Put() doesn't work.)

$EventLog = Get-WmiObject -Class Win32 NTEventLogFile
-Filter "LogFileName = 'Application'"
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SEventLog.MaxFileSize = 5242880
SEventLog.psbase.Put ()

Related Cmdlets

Clear-EventLog

Get-EventLog

New-EventLog

Remove-EventLog

Show-EventLog

Write-EventLog

Get-WinEvent
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#67 Remove-EventLog

Remove-EventLog

What can | do with it?
Remove an Event Log.
Example:

Remove the Event Log named App1l on the remote computer TestO1. Confirm it has been
removed with Get-EventLog.

Remove-EventLog -LogName Appl -ComputerName TestOl
Get-EventLog -List -ComputerName TestOl

Confirmation that the Appl Event Log has been removed.

I adrninistrator: Windows PowerShell

Remouve—Eventlog —LogMame Appl —ConmputerHamns TestHl
set—EventLog —List —ComputerHame Test@l

Max{K» Retain Ouverf lowlction Entries Log
28, 2 418 Application
28, . '. '.-' g |i|:'||~|.i|Lr:'||~|=Eu|=|1l='

Fnet E:ﬂpll."l"l.‘l"

5] Hanagement Service
3.488 ity
L.BB%Y System
OuervritefzHeeded 9% Windows PowerShell

Note: To perform this task remotely you will need to ensure that Remote Event Log
Management has been added as an Exception in Windows Firewall.

* windows Firewall Settings x|

‘General Exceptions |-‘5-'j"-"5'"":'3d|

Exceptions control how programs communicate through Windows Firewall, Add a
program or port exception to allow communications through the firewall,

Windows Firewall is currently using settings for the domain netwark lacation,
What are the risks of unblocking a program#

To enable an exception, select its check box:

Program or port |ﬂ
[Jremote Administration

Remaot
‘-'-':mnte Event Log Management

[(Jremote Scheduled Tasks Management
[(Jremote Service Management

How could I have done this in PowerShell 1.0?

You could have used the .NET System.Diagnostics.Eventlog class and the Delete method to
delete an event log.
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[system.diagnostics.eventlog]::Delete ("Appl")

Related Cmdlets

Clear-EventLog

Get-EventLog

Limit-EventLog

New-EventLog

Show-EventLog

Write-EventLog

Get-WinEvent
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#68 Show-EventLog

Show-EventLog

What can | do with it?
Open Event Viewer on a local or remote computer.
Example:

Open Event Viewer on the remote computer Test01.

Show-EventLog -ComputerName TestO0l

You will see that Event Viewer on the remote computer Test01 opens on the local machine.

T Administrator: Windows Powershell

Pg ow-EventLog —ComputerMame Test8l

Fil=  Action Miew Help
Lk JEA1En ¢ 13
[a] Event Viswer (TESTOL) System 5,837 Evants (1) New events avalable
B Lo Custom Views
B Cm Windows Lags Lewel Duaste and Time 4=
& spplication (D nfarmation 26/02/2010 13:05:23 :
o] Securty Ui infarmation 26/0Zj2010 13:02:32 £
=] setup i) infarmation 2600212010 12:53:45 i
Bl sten] (i) Irfarmation 26[02{2000 12:48:48 I
orsaroed Events L1 Infarmation 26022010 12:25:06 4
F dad E ek fozfz
[

[+ [ Applicatons and Services Logs | | ! \Infarmation 26/0Z2/2010 12:18:48

[T S R

How could | have done this in PowerShell 1.0?

You could have typed the executable Eventvwr to open Event Viewer on a local computer.

To view it on the remote computer TestO1 use:
eventvwr \\Test01
Related Cmdlets

Clear-EventLog

Get-EventlLog

Limit-EventLog

New-EventLog

Remove-EventLog

Write-EventLog

117


http://go.microsoft.com/fwlink/?LinkID=135257
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-68-show-eventlog.html/show-eventlog

Get-WinEvent
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#69 Get-WinEvent

Get-WinEvent

What can | do with it?

Retrieve items from Event Logs including event logs generated by the Windows Event Log
technology, new since Windows Vista / 2008 Server, in addition to the classic System,
Security and Application Logs. Note: it requires .NET Framework 3.5 or later installed.
Examples:

Retrieve events from the Setup Event Log.

Get-WinEvent -LogName Setup

You'll see the typical information you would normally view in Event Viewer.

X Adrmmestrator Wnsdows Powershel

1] E—WinFvent —LogHans

Get-WinEvent includes the -FilterHashTable parameter which allows you to filter results at
source rather than pulling back all the events and then piping them through to Where-Object
to perform filtering, so much more efficient.

Retrieve events from the System Event Log only where the Event ID is 10148.
Get-WinEvent -FilterHashtable @{Logname='System';ID=10148}

You will see that only the events with 1D 10148 are returned.

Id Hezsage
18148 The WinHA

in
il 17:@%:31 L in 1Hi4E The WinHH

How could I have done this in PowerShell 1.0?
You could have used the Get-EventLog cmdlet, however, it is not able to retrieve information

from event logs generated by the Windows Event Log technology such as the Setup log
mentioned in the above examples.

Get-EventLog -LogName System | Where-Object {$ .EventID -eq 10148}

Related Cmdlets
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Clear-EventLog

Get-EventLog

Limit-EventLog

New-EventLog

Remove-EventLog

Show-EventLog

Write-EventLog
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#70 Import-Module

Import-Module

What can | do with it?
PowerShell 2.0 introduces the concept of modules; essentially they are the evolution of snap-

ins from PowerShell 1.0. Import-Module enables you to add one or more modules to your
current session.

Examples:

Import the PSDiagnostics module and examine the newly available commands in the session
from that module by using Get-Module.

Import-Module PSDiagnostics
Get-Command -Module PSDiagnostics

You will see there are ten new functions available from that module.

mport-Module PEDiagn
iet=Command ~Module PS nostics

CommandT ype Hame Definition

Function hle=PETrace

Function [ ManCombinedTrace

Function ahle anTrace

Function Enahle Trace
‘ManCombinedTrace

Import only two functions, Start-Trace and Stop-Trace from the PSDiagnostics module and
examine the newly available commands in the session from that module by using Get-
Module.

Import-Module PSDiagnostics -Function Start-Trace,Stop-Trace
Get-Command -Module PSDiagnostics

You will see that this time only those two functions are available.

mport=Module PEDiagnostics =Function Start=Trace.Stop-Trace
Get—Command —Module PSDiagnostics

CommandT ype Hame Definition

Start-Trace

Function Stop-Trace

P&

How could I have done this in PowerShell 1.0?
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You could have used the Add-PSSnapin cmdlet to import custom snap-ins typically produced
by third-parties. For example to import the popular Quest AD cmdlets snap-in you would use
the below:

Add-PSSnapin Quest.ActiveRoles.ADManagement
Related Cmdlets

Get-Module

New-Module

Remove-Module

Export-ModuleMember
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#71 New-Module

New-Module

What can | do with it?

PowerShell 2.0 introduces the concept of modules; essentially they are the evolution of snap-
ins from PowerShell 1.0. New-Module enables you to create a dynamic module from a script
block that is available in the current session.

Note: New-Module does not create a module on disk available for use at a later date!
However, Jeffrey Snover has created a module which will create a template for a new module
on disk for you.

Examples:

Create a new dynamic module with the Function Write-Logfile as the scriptblock to create
the module. Test to see whether the function is available from Get-Module or Get-Command.

New-Module -ScriptBlock
{Function Write-Logfile ($log) {SLogfile = "C:\Log.txt"; S$log
Out-File -FilePath $Logfile -Append}}

Get-Module
Get-Command Write-Logfile

You will see that Get-Module is not aware of the new module, but Get-Command is aware of
the Write-Logfile function.

s Wianilows PossisrShadl
ule —-ScriptBlock {Fumctiom Welte-Logfile <5log) {(SLogfile = "Civlog.twt®™; Slog & Out-File -FilePath ﬁl.ng'rt'u
-

Eupartadionnands

DymamicfAodule Hdshdd. .. Weite-Loglile

Create a new dynamic module with the Function Write-Logfile as the scriptblock to create
the module. Give it a name and use Import-Module to make it available to Get-Module. Test
to see whether the function is available from Get-Module or Get-Command.

New-Module -ScriptBlock
{Function Write-Logfile ($log) {SLogfile = "C:\Log.txt"; S$Slog
| Out-File -FilePath $Logfile -Append}} -Name LogfileModule

| Import-Module
Get-Module
Get-Command Write-Logfile

You will see that this time both Get-Module and Get-Command are aware of the
LogfileModule and Write-Logfile function.
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fSlogfile = "Cislog.txt'; Slog | Oui-File -FilePath ﬁLn-g'rEu
-

ModuleTyps Hams

Script LioegF 4 lePodle Write—Logfile

Get-Command HWrite-Logfile

Def inic ion

How could I have done this in PowerShell 1.0?

You could have created a custom snap-in and imported with the Add-PSSnapin cmdlet.
Related Cmdlets

Get-Module

Import-Module

Remove-Module

Export-ModuleMember
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#72 Export-ModuleMember

Export-ModuleMember

What can | do with it?

PowerShell 2.0 introduces the concept of modules; essentially they are the evolution of snap-
ins from PowerShell 1.0. Export-ModuleMember specifies elements from a module, like
functions or variables, which can be exported. Note: This cmdlet can only be used within a
*.psm1 script module file or a dynamic module created with New-Module.

Examples:
Create a new dynamic module using New-Module containing two variables inside the

scriptblock. Export only the variable $s2, so that it is available for use. Note: Export-
ModuleMember needs to be included inside the scriptblock.

New-Module -ScriptBlock {$sl = 'Serverl'; $s2 = 'Server2';
Export-ModuleMember -Variable s2}

You will notice that $s1 is not available in the current session, but $s2 is.

B sdrinistrator: Windows Powershel

B Crny w—Hodule —ScriptBlock {igl = "8 o’} Fm2 i Export-ModuleMenber —Uariable =2%

The other area to use this cmdlet is within a *.psm1 script module file. In the below example
by default all functions would be exported if the Export-ModuleMember cmdlet was not
used. However, by using the Export-ModuleMember cmdlet we can control which functions
are exported and also export aliases.

So, in the example below the Write-Logfile and Greet-User functions would be exported,
but the Yesterdays-Date function would not. In addition the gu alias would be exported.

F Function Write-Logfile (§log) |
L$Lngfile = "C:ZLog.txt™; §log | Out-File -FilePatk §Logfile -Appendt

Export-ModuleMember -Function Write-Logfile

F Function YVesterdavs-Date |
L {Get-Date) .AddDays(-1)}

F Function Grest-User [§fuser) {
L#¥rite-Host "Welcome" fuser}

Set-Alias gu Greeset-User
Export-ModuleMember -Functicon Greset-TUser -Alias gq
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How could I have done this in PowerShell 1.0?
This functionality was not available with snap-ins in PowerShell 1.0
Related Cmdlets

Import-Module

Get-Module

Remove-Module
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#73 New-ModuleManifest

New-ModuleManifest

What can | do with it?

PowerShell 2.0 introduces the concept of modules; essentially they are the evolution of snap-
ins from PowerShell 1.0. Creators of modules can use the New-ModuleManifest cmdlet to
create a module manifest *.psd1 file.A module manifest file can be used to specify module
configuration when the module is loaded. Note: More info about writing a module manifest
can be found here.

Example:

Create a new module manifest file using a mixture of default and specified values.

New-ModuleManifest

You will see that you are prompted to enter values to put in the manifest file and those which
have defaults.

= administrator: Windows PowerShell
2% Hew-HoduleManifest

cndlet Hew-ModuleHanifest at command pi ]'.il'“" position 1
.nl'nllul l..l\]lll" or the I'n]]nu:lng |1-\r\nrl:.

. All rights reserved.
HoduleToP
Dezcription

seenhlies [B]:
: Logfile—Hodule.psdl
: Logfile—Hodule.psnl

The *.psd1 file is created in the standard module location
C:\Users\Username\Documents\WindowsPowerShell\Modules\ alongside the *.psm1
containing the module.

ﬁ Logfile-Module

.
‘;h\ ﬁ I :\UsersiUser1iDocumentsiwindowsPowershelModules) LogFile-Module| j [mj ISearch
File Edit Wiew Tools Help
Organize * 25 Views -
Eavorite Links Mame = |v| Drate modified |v| Tvpe |v| Size |v|
| 7| Logfile-Module, psd1 10/03/2010 1335 P3O File S KB
1| Documents 7| Logfile-Module.psm1  10/03{2010 13:31  PSMI Fils 1KE

FE‘ Flimke -~

The contents of the *.psd1 file will look like the below:
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#

# Module manifest for module 'Logfile-Module'
#

# Generated by: Jonathan Medd

#

# Generated on: 10/03/2010

#

@

# Script module or binary module file associated with this manifest
ModuleToProcess = 'Logfile-Module.psml'

# Version number of this module.
ModuleVersion = '1.0"

# ID used to uniquely identify this module
GUID = '876e3dl7-66ac-40£6-9e10-09913679011a"

# Author of this module
Author = '"Jonathan Medd'

# Company or vendor of this module
CompanyName = 'Medd Enterprises'

# Copyright statement for this module
Copyright = 'Copyright © 2010 Jonathan Medd. All rights reserved.'

# Description of the functionality provided by this module
Description = 'Logfile Functions'

# Minimum version of the Windows PowerShell engine required by this module
PowerShellVersion = "'

# Name of the Windows PowerShell host required by this module
PowerShellHostName = ''

# Minimum version of the Windows PowerShell host required by this module
PowerShellHostVersion = ''

# Minimum version of the .NET Framework required by this module
DotNetFrameworkVersion = "'

# Minimum version of the common language runtime (CLR) required by this
module
CLRVersion = "'

# Processor architecture (None, X86, Amdé64, IA64) required by this module
ProcessorArchitecture = "'

# Modules that must be imported into the global environment prior to
importing this module
RequiredModules = Q()

# Assemblies that must be loaded prior to importing this module
RequiredAssemblies = Q()

# Script files (.psl) that are run in the caller's environment prior to

importing this module
ScriptsToProcess = @()
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# Type files (.pslxml) to be loaded when importing this module
TypesToProcess = @ ()

# Format files (.pslxml) to be loaded when importing this module
FormatsToProcess = @()

# Modules to import as nested modules of the module specified in
ModuleToProcess

NestedModules = @ ()

# Functions to export from this module
FunctionsToExport = '*'

# Cmdlets to export from this module
CmdletsToExport = '*!'

# Variables to export from this module
VariablesToExport = '*'

# Aliases to export from this module
AliasesToExport = '*'

# List of all modules packaged with this module
ModuleList = Q)

# List of all files packaged with this module
FileList = 'Logfile-Module.psdl', 'Logfile-Module.psml'

# Private data to pass to the module specified in ModuleToProcess
PrivateData = "'

How could I have done this in PowerShell 1.0?
This functionality was not available with snap-ins in PowerShell 1.0
Related Cmdlets

Import-Module

Get-Module
New-Module

Remove-Module

Export-ModuleMember

Test-ModuleManifest
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#74 Test-ModuleManifest

Test-ModuleManifest

What can | do with it?

PowerShell 2.0 introduces the concept of modules; essentially they are the evolution of snap-
ins from PowerShell 1.0. A module creator could use Test-Module to ensure that files listed
in a *.psd1 file, possibly created by New-ModuleManifest , are valid.

Example:

Test that the C:\Users\User1\Documents\WindowsPowerShell\Modules\L ogfile-
Module\Logfile-Module.psd1 (created in the New-ModuleManifest example) is valid.

Test-ModuleManifest -Path
'C:\Users\Userl\Documents\WindowsPowerShell\Modules\Logfile-Module\Logfile-
Module.psdl'

You will see that this returns an object for the module. If any files were not valid then an
error message would be produced.

bor: Windews Pomershell

FE

HoduleType Hane Exportedtonnands

MamiFest Logf £ 1e—Mode L L3

To obtain a tidy True or False answer the ErrorAction parameter can be used with the
SilentlyContinue value to suppress any errors. Then examine the current value of $?
automatic variable which contains the execution status of the last operation. It contains True
if the last operation succeeded.

Test-ModuleManifest -Path
'C:\Users\Userl\Documents\WindowsPowerShell\Modules\Logfile-Module\Logfile-
Module.psdl'

-ErrorAction SilentlyContinue

$°?

You will see the result in this case is True.

ModuleTyps Mane

Hanifest Logfile—Hodule

How could I have done this in PowerShell 1.0?

This functionality was not available with snap-ins in PowerShell 1.0
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Related Cmdlets

Import-Module

Get-Module
New-Module

Remove-Module

Export-ModuleMember

New-ModuleManifest

131



#75 Remove-Module

Remove-Module

What can | do with it?

PowerShell 2.0 introduces the concept of modules; essentially they are the evolution of snap-
ins from PowerShell 1.0. Remove-Module enables you to remove a module, and all of its
functions, variables etc, previously imported with Import-Module.

Example:

Check currently available modules with Get-Module and remove the PSDiagnostics module.

Get-Module
Remove-Module PSDiagnostics

X Adrinistrator; Windows Powershell
FE Ciny G Hoda s

Dizable-PEWERehCanbingd . . .

How could I have done this in PowerShell 1.0?

If you had imported a PSSnapin with Add-PSSnapin you could remove it with Remove-
PSSnapin.

Related Cmdlets
Get-Module

Import-Module
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#76 Stop-Computer

Stop-Computer

What can | do with it?

Shutdown a local or remote computer

Example:

Immediately shut down the computer Server01.
Stop-Computer -ComputerName Server(0l -Force
How could I have done this in PowerShell 1.0?

You could have used the Win32_OperatingSystem WMI Class and the Win32Shutdown
method.

(Get-WmiObject -Class Win32 OperatingSystem
~ComputerName Server(01l) .Win32Shutdown (5)

Alternatively the Sysinternals tool PSShutdown could be used to shut down a local or remote
compulter.

Related Cmdlets

Add-Computer

Checkpoint-Computer

Remove-Computer

Restart-Computer

Restore-Computer

Test-Connection
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#77 Remove-Computer

Remove-Computer

What can | do with it?
Remove the local computer from a workgroup or domain.
Example:

Remove the local computer from the current domain, and then reboot to make the change
take effect using the Restart-Computer cmdlet.

Remove-Computer; Restart-Computer
How could I have done this in PowerShell 1.0?

You could have used the Win32_ComputerSystem WMI Class and the
UnjoinDomainOrWorkgroup method. Note: Make sure you run PowerShell with elevated
privileges otherwise it will be unsuccessful and you will receive a return value of 5 rather
than O for a success.

(Get-WmiObject -Class
Win32 ComputerSystem) .UnjoinDomainOrWorkgroup ($null, $null,0)

Alternatively you could use the command line tool netdom to remove a
computer from a domain:

NETDOM remove /userd:adminuser /passwordd:apassword
Related Cmdlets

Add-Computer

Checkpoint-Computer

Restart-Computer

Restore-Computer

Stop-Computer

Test-Connection
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#78 Start-Transaction

Start-Transaction

What can | do with it?

PowerShell 2.0 introduces new functionality in the form of transactions. By grouping
together a set of commands to form a transaction they can either all be committed or all rolled
back depending on success. Both cmdlets and providers can support transactions; cmdlets
will have the UseTransaction parameter. To identify which cmdlets support transactions run
the following:

Get-Command | Where-Object {S$ .Definition -match 'UseTransaction'}

And for providers:

Get-PSProvider | Where-Object {$ .Capabilities -like '*transactions*'}
Start-Transaction begins a transaction.
Example:

A good example of a possible use for transactions is within the registry (In fact it is the only
provider as of the release of Windows Server 2008 R2 which has transactions enabled).
Change directory into the registry provider. Begin a new transaction and use the New-Item
and New-ltemProperty cmdlets to potentially create entries within the registry.

cd HKLM:\Software
Start-Transaction
New-Item Test -UseTrar
New-ItemProperty Test -

action

a transactiom is started. onlw commands that get called with the ~lUseTeancaction [lag

Hiwe: HHEY _LOCAL_MACHIME“Sof tuare

SHD UG Hams Propmrty

O

¥ Hew—TetemProperty Test —MHame TestHey —Ualue 1088 —lseTranzaction

L] =
rou ider : Hicroseft.Peverthell.Core~Heqistry
Test Ky i 1HEE

FE HELM:“Eof tware?

You will notice that since we have not yet completed the transaction no changes have yet
been made in the registry.
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How could | have done this in PowerShell 1.0?
Transactional functionality was not available in PowerShell 1.0.
Related Cmdlets

Get-Transaction

Complete-Transaction

Undo-Transaction

Use-Transaction
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#79 Complete-Transaction

Complete-Transaction

What can | do with it?

PowerShell 2.0 introduces new functionality in the form of transactions. By grouping
together a set of commands to form a transaction they can either all be committed or all rolled
back depending on success.

Complete-Transaction commits a transaction which has been kicked off with Start-
Transaction.

Example:

A good example of a possible use for transactions is within the registry. Change directory
into the registry provider. Begin a new transaction and use the New-Item and New-
ItemProperty cmdlets to potentially create entries within the registry. Use Complete-
Transaction to commit these changes.

cd HKLM:\Software
Start-Transaction
New-Item Test -UseTrar
New-ItemProperty Test -I
Complete-Transaction

ien iz atarted, enly commands Chat get called with the Wze cticn Flag

Hive: HEEY_LOCAL_ANCHIHE-Zaf tiware

SEC  UC Mape Propepty

] B Test L3

Ualue 1888 -lUseTransaction

HEEY_LOCAL_RACHIHE-Saf tware Text
HEEY_LOCAL_MACHIHE-Sof twars

You will notice that after completing the transaction the changes have been made in the
registry.
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How could | have done this in PowerShell 1.0?

Transactional functionality was not available in PowerShell 1.0.

Related Cmdlets

Get-Transaction

Start-Transaction

Undo-Transaction

Use-Transaction
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#80 Get-Transaction

Get-Transaction

What can | do with it?

PowerShell 2.0 introduces new functionality in the form of transactions. By grouping
together a set of commands to form a transaction they can either all be committed or all rolled
back depending on success.

Get-Transaction returns an object of a current transaction which has been kicked off with
Start-Transaction.

Examples:

Start a transaction then use Get-Transaction to examine its details.

Start-Transaction
Get-Transaction

Another example of a possible use for transactions is within the registry. Change directory
into the registry provider. Begin a new transaction and use the New-Item and New-
ItemProperty cmdlets to potentially create entries within the registry. Use Complete-
Transaction to commit these changes. Use Get-Transaction to retrieve the details, notice that
the status is Committed.

cd HKLM:\Software
Start-Transaction

New-Item Test -UseTransaction
New-ItemProperty Test -N
Complete-Transaction
Get-Transaction
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4

Hiwe: HEEY_LOCAL_MRCHIHE-Saf tisare

ZEC UG Hame Fropepty

L] B Test

UseTrans:

: HELA
: Hicroseft.PoverShell.CoresRegistry
& AHaE

subzcriberConnt BEatus

B Coannitted

% HHLH:“Baftware’

How could | have done this in PowerShell 1.0?
Transactional functionality was not available in PowerShell 1.0.
Related Cmdlets

Complete-Transaction

Start-Transaction

Undo-Transaction

Use-Transaction

140


http://www.jonathanmedd.net/2010/03/powershell-2-0-one-cmdlet-at-a-time-80-get-transaction.html/get-transaction2

#81 Undo-Transaction

Undo-Transaction

What can | do with it?

PowerShell 2.0 introduces new functionality in the form of transactions. By grouping
together a set of commands to form a transaction they can either all be committed or all rolled
back depending on success.

Undo-Transaction rolls back the active transaction.

Example:

A good example of a possible use for transactions is within the registry. Change directory
into the registry provider. Begin a new transaction and use the New-Item and New-

ItemProperty cmdlets to potentially create entries within the registry. Use Get-Transaction to
view details of the current transaction.

cd HKIM:\Software
Start-Transaction
New-Item Test -UseTrar
New-ItemProperty Test -Nc¢
Get-Transaction

)
~10n

1e TestKey -Value 1000 -UseTransaction

You will notice that there is currently 1 subscriber and the status is Active.

& Ademunistrator: Windows PowerShell

PE C:\> cd HEKLM:\Softvare

PS HEKLMN:\Software?> Start-Tranzaction

Suggestion [1,.Transactions): Once a transaction is started, only commands that get called wvith the ~UseTransaction flag

bhecone part of that tranzaction.
S HXKLM:\Software> Newv-lten Test ~UzeTransaction

Hive: HKEY_LOCAL MACHINENSof tware

SKC UC Mane Property

8 B Test O

PS HKLH:\Software> New-ltenProperty Tost ~Name TestKey ~Ualue 1888 -Uselransaction

7 Nicrozoft.PowerShell. CoresRBagistry: itHKEY _LOCAL_MACH INENSof tuaresTest
: Nicreszoft,PowerShell,.Core \Registryl INKEY_LOCAL_MACHINE Sof tuware

: Test

: MKLM

: Nicrosoft.PowerShell.Core\Regiatry

1 1008

PE HKLA:\Software) Cet-Transaction
RollbackPreference SubscriborCount Status

Error | Active

PS HELH:\Sof tware>

Start a new transaction, use the New-ItemProperty cmdlets to potentially create another new
entry within the registry and use Get-Transaction to view details of the current transaction.

Start-Transaction
New-ItemProperty Test -Name TestKey2 -Value 2000 -UseTransaction
Get-Transaction

You will notice that there are now 2 subscribers and the status is still Active.
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LM~ Boftware? Start-Trans
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sty Test —Mame TesztHey? —Ualus 2008 -lUszeTranzactiam

: Microoof t . Pouers

i Hierozaft . Poawert

1 Text

= HHLH i i i

: Microsoflt.Powerfhell.CoresRegistry

FE HELH:“Eoftuare? Get-Transactien
Ra 1l 1kac kPraf erence BubzeriberCount Etatus

Error 2 Aot ive

FE HELM:“Roftuared _

Now use Undo-Transaction to roll back the changes and Get-Transaction to view details of
the current transaction

Undo-Transaction
Get-Transaction

Notice that it has rolled back the changes for both transactions and the status is now
RolledBack.

EollbackPref erence SubscriberCount Ftatus

Errar %] HolledBack

FE HELM:“Sof tuare >

How could | have done this in PowerShell 1.0?
Transactional functionality was not available in PowerShell 1.0.
Related Cmdlets

Get-Transaction

Complete-Transaction

Start-Transaction

Use-Transaction
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#82 Use-Transaction

Use-Transaction

What can | do with it?

PowerShell 2.0 introduces new functionality in the form of transactions. By grouping
together a set of commands to form a transaction they can either all be committed or all rolled
back depending on success.

Use-Transaction enables you to add a scriptblock to a transaction. Note: This only works
with transaction-enabled .NET Framework objects such as
Microsoft.PowerShell. Commands.Management. TransactedString.

You will see below the difference between a transacted string object and a normal string
object, i.e. there a fewer options to manipulate it with.

| Get-RAember

imt startlmdex, int lengithd

Example:

Start a transaction and create a new transacted string. Add the text 'PowerShell’ to the string,
and then add the text ' Version 2" with the Use-Transaction cmdlet.

Start-Transaction

Sts = New-Object Microsoft.PowerShell.Commands.Management.TransactedString
Sts.Append ("PowerShell")

Use-Transaction -TransactedScript {$ts.BAppend(" Version 2")} -

UseTransaction

Sts.ToString ()
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Note that the current value of the string only contains the text 'PowerShell'.

zaction

ting of transaction-enabled .HET ohjects.

Now complete the transaction and again view the current value of the string.

Complete-Transaction
Sts.ToString ()

You will notice that the value of the string now contains all the text 'PowerShell Version 2'.

= windows Powershell

P8 C:x> Complete-Transaction
PS C:v>» Sts.ToString(?

PowerShell Uersion 2
PSS Gl

How could | have done this in PowerShell 1.0?
Transactional functionality was not available in PowerShell 1.0.
Related Cmdlets

Get-Transaction

Complete-Transaction

Start-Transaction

Undo-Transaction
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#83 ConvertTo-CSV

ConvertTo-CSV

What can | do with it?
Convert a .NET object into a series of CSV style strings, stored in memory.
Example:

Retrieve a list of services beginning with the letter b and convert the object into CSV style
strings

Get-Service | Where-Object {$_.Name -like 'b*'}
| ConvertTo-CSV -NoTypeInformation

You will notice that the data returned from the services has been converted into strings
separated by a comma. (The names of the services are highlighted in yellow.)

Bry icePro
b

Wind2EharaPr

How could I have done this in PowerShell 1.0?
You could have used Export-CSV, but that would have put the information into a file.

Related Cmdlets

Import-CSV

Export-CSV

ConvertFrom-CSV
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#84 ConvertFrom-CSV

ConvertFrom-CSV

What can | do with it?

Convert a series of CSV style strings which have been generated by ConvertTo-CSV back
into objects.

Example:

Retrieve a list of services beginning with the letter b and convert the object into CSV style
strings, storing them into the variable $CSVStrings . Convert these back into objects.

$CSVStrings = Get-Service | Where-Object {$ .Name -like 'b*'}
| ConvertTo-CSV -NoTypeInfo tion

$CSVStrings | Select-Object -
$CSVStrings | ConvertFrom-CSV

You will notice that $CSVStrings contains the same data as for the example in ConvertTo-
CSV, cut short for clarity. That variable is piped into ConvertFrom-CSV to change it back.

—1ike * —Ma 1 wpe Link E i

o "D i wirvices "™, "HachinaHams ™
Container

sten.ferviceProcess . BerviceControllarl )
Filtering E

n.Service fery iceControllarl]

iceProcesa .ServiceControllerl )

s ServiceControllarl]

Gont inwe
Jiia e i

wimd Tetel ik Tranefer Service
n.Sery icePr FerviceControllarl]

iceProcess  SeruiceControl lerl )

How could | have done this in PowerShell 1.0?
You could have used Import-CSV, but that would have read the information from a file.

Related Cmdlets

Import-CSV

Export-CSV

ConvertTo-CSV
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#85 ConvertFrom-StringData

ConvertFrom-StringData

What can | do with it?

Converts a string which contains one or multiple key and value pairs into a hash table. Input
is typically from a here-string since each key and value must be on a separate line.

Example:

Create a here-string and store it in the variable $herestring. Convert it into a hash table.

Sherestring = @'

Fruitl = Orange

Fruit2 = Apple

'@

Sherestring | ConvertFrom-StringData

You will notice that the data is now in the form of a hash table

= ndministrator: Windows Powershell

C:>» Sherestring = @’
Fruitl = Orange
Fruit2 = Apple

‘o

C:x> Sherestring | ConvertFrom—StringData

Value

Fruit2
Fruitl

P3 Cind

How could | have done this in PowerShell 1.0?

To create a new hash table you could use a new .Net object of type
System.Collections.Hashtable, something like the below

S$strings = ('Fruitl = Orange', 'Fruit2 = Apple')
Stable = New-Object System.Collections.Hashtable

foreach ($string in $strings) {

$split = $string.split("=")
$partl $split[0]

Spart2 $split[l]

Stable.add ("S$partl", "Spart2")
}
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#86 ConvertTo-XML

ConvertTo-XML

What can | do with it?
Convert a .NET object into an XML-based representation of it.
Example:

Retrieve a list of services beginning with the letter b and convert the object into an XML-
based representation. Use the available Save method of the XML object to save the data into
an XML file.

$xml = Get-Service | Where-Object {$ .Name -like 'b*'} | ConvertTo-Xml
$xml.Save ("C:\temp\service.xml")

You can see that when opened the file is a typical style XML document

<teml warsion="1.0° 7>
<Objects>
<Object Type="System.5erviceProcess. ServiceController” >
=Property Name="Name" Type="8ystem.String">BFE</Proparty>
- zProperty Name="RequiredServices” Type="System.ServiceProcess . ServiceController]]"=
“Proparty Type="System.ServiceProcess . ServiceController>System.ServiceProcess. ServiceControllers/Property =
</ Property >
<Property Name="CanPauseandContinue" Type="System.Boolean">False</Froperty
=Property Name="CanS8hutdown" Type="System.Boolaan">False=/Froperty=
=Property Name="CanStop" Type="Systam.Boolean">True</Property>
<Property Name="DisplayMName” Type="8ystem.string">Base Filtering Engine</Property>
- =Property Name="DependentServices" Type="System.5erviceProcess.ServiceController]">
<Proparty Type="S8ystem.ServiceProcess ServiceController'>System.ServiceProcess . ServiceControllar</Property =
=Property Type="System.ServiceProcess. ServiceController'>System.ServiceProcess. ServiceController=/Property =
<Property Type="Systam.ServiceProcess ServiceController>System.ServiceProcess. ServiceControllers /Proparty s
<Property Type="gystem.ServiceProcess. ServiceController'>System.ServiceProcess. ServiceController</Froperty =
<Froperty Type="System.ServiceProcess. ServiceController'>System.ServiceProcess. ServiceController</Property=
=j/Property=
=Property Name="MachineName" Type="System.5trng" >.</Property>
<Property Name="ServiceName" Type="8ystem.String">BFE</Froperty>
- <Property Name="ServicesDependedOn® Type="8ystem.ServiceProcess.ServiceController[]" >
=Property Type="8ystem.ServiceProcess ServiceController’>System.ServiceProcess. ServiceControllers/Property=
</Propertys
<Property Name="ServiceHandle" Type="safeServiceHandle"'>8afeserviceHandle<,/Property>
“Property Name="8tatus’ Type="System.ServiceProcess.ServiceControllerStatus"=Running</Froperiy=
=Froperty Name="8erviceType" Type="System.ServiceProcess. ServiceType'>Wind2ShareProcess</Froperty>
=Property Name="8ita" Type="8ystem.ComponentModel.ISite" /=
<Property Name="Container' Type="System.ComponentModel. IContainer” />
</Object>

How could | have done this in PowerShell 1.0?
You could have used Export-Clixml, but that would have exported the information directly to
a file which typically did not have the correct formatting when the document was viewed. It

was more intended to be used in conjunction with Import-Clixml to recreate the original
object from a file.
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Related Cmdlets

Export-Clixml

Import-Clixml

ConvertTo-Html

ConvertTo-Csv
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#87 Get-FormatData

Get-FormatData

What can | do with it?

Retrieve format data from the current session. Within a session formatting data could include
formatting from *.ps1xml format files stored in the PowerShell installation directory,
formatting from imported modules or snap-ins, or formatting from commands imported with
Import-PSSession.

Example:

Retrieve the formatting for the TypeName Microsoft.Win32.RegistryKey and view some of
its properties.

Sregistryformatting = Get-FormatData -TypeName Microsoft.Win32.RegistryKey
Sregistryformatting.FormatViewDefinition[0].control.headers
| Format-Table -Autosize

You will notice that some properties are obtained by drilling down into its XML style format.

| ator: Windows PowerShell

gistryformatting = Get-FormatData -TypeMame Microsoft.WindZ.Registryley
gisteryformatting . FormatUiewDef initionl@].control.headers | Format-Tahle —-Autofize

Kight

Right
Undef ined
Undef ined

This same data can be viewed in the file Registry.format.ps1xml which is located in the
PowerShell installation folder. You can determine this location by examining the $pshome
variable, typically it is C:\Windows\System32\WindowsPowerShell\v1.0 .

Notice below the same data in the file Registry.format.psixml.
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f_"- L Windows' Sysbem32, WindowsPowerShell v 104 Registry formak.ps Lol - Windows Internet Explorer

o e = | C\Windows| System 32\ WindowsPawerShellvl R egistry. format.pslaml  w] #2 | X || & Sasrel

WS @ Colwindowsisystem3ZiWindowsPowerShellyl Ofeg. .

TIV - - - .
<TypeName>Syacen. fanagement . Automation. Treachs . RegiascryWalues/ Ty

</VievSelectedBy>

<GroupBy>

<Propercyiame>PSParenc Pach«</PropercylName:
cCuscomControlName»Regiscr y=GCoouplngFormac </ CustonCont £o 1N ame >
</ GroupBy>
<TableConcrol>
<TableHeadera>
<TableColumnHeader >
<Widch»>3</Widchs
<Label>5KC«</ Label>
<Alignmenc>right</ Alignments
</ TableColumnHeadert >
<TableColumnHeader >
<Widch>3</ Widch>
<Alignmenc>right</ Alignment:
<Label>VC</Label>
</ TableColunnHeader >
«<TableColumnHeader >
<Widch>30</ Widohs
<Label>Name<,/ Label>
</ TableColunnHeader >
< TableColumnHeader />
</ TableHeadera:
LTan IeRnuEnrrieas

How could I have done this in PowerShell 1.0?

In the example above you could have viewed the Registry.format.pslxml in an XML viewer
or used

Get-Content
C:\Windows\System32\WindowsPowerShell\vl.0\Registry.format.pslxml

to read in the XML file.
Related Cmdlets

Export-FormatData

Update-FormatData
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#88 Export-FormatData

Export-FormatData

What can | do with it?

Take formatting data generated by Get-FormatData and export it to a *.pslxml file.

Example:

Retrieve the formatting for the TypeName Microsoft. Win32.RegistryKey and export it to a
*.pslxml file.

Get-FormatData -TypeName Microsoft.Win32.RegistryKey
| Export-FormatData -Path registryformat.pslxml -IncludeScriptBlock

The contents of registryformat.psixml are shown below.

B registryformat.ps1eml - WordPad
Eile Edt iew [nsert Format  Help

D] SR s ] ] B

fg?xml version="1.0" encoding="utf=B"?><Configuration><Viewbefinition=>
<Wiewr<Name>children</Home><ViewSelectedBy> <TypeName:>
Hicrosofc.Win3i.RegisccyKev</ TypeName></ViewvSelectedBy><TableControl>
<TableHeaders><TableColumnHeader><Label>SKC</Label><Widch>3</Widch>
<hlignmenc>Right</Alignment»></TableColumnHeader »<TableColumnHeader >
<Label>WC</ Labe l><Widch>3</Widch><Alignment>Right</Alignmentc>

</ TableColumnHeader ><TableColunnHeader > <Labe l>Name</ Label><Widch>30
<fWidch></TableColumnHeader > <TableColumnHeader /></TableHeaders:
<TableRowEncries><TableRowEncry»«<TableColumnIcems:<TableCo Lumnltems
<PropercyNeane>SubKeyCounc</ PropercyName>«</ TableColumnItem>
<TableColunnIcem><PropercyName>ValueCountc</ PropercyName>

</ TableColumnIcem><TableColumnlcem» <Properct yName> PSCh | dName
</PropercyNames </ TableColumnIcens<TableColumnlcems><PropercyName»
Propecrcy</Propercylame> </ TableColumnIcems></ TableColumnnlcemns

</ TableRowEncey></ TableRowEncriess><,/ TableControl></ Views<View> <Name >
Syacem.Objecc[] </Hamer<ViewielecredBy><TypeName:>
Hicrosofc.Winiz.ReglscryKey</ TypeNames</ViewdelecredBy»<ListControls
<LiscEncries><LiscEncey><LiscIremss<Lisc Irem><Label>Name</ Label>
<PropercyName»PIChi ldName </ PropercyName»</ LiscItem><List ITem>
<PropercyName>ValueCounc</PropercyNames</LiscIrem><List Irems
<PropercyName>Propercys/ PropercyNames</ List Item><Lisc ITem:>
<PropercyName>JubKeyCounc</ PropercyName></ListItems></Lisr [t ema>
<fLigcEncey></LiscEncriess></LiscControls></Viewr</Viewberinitions>

</ Configuracion:

How could I have done this in PowerShell 1.0?
You would have needed to manually create your own *.pslxml files.
Related Cmdlets

Get-FormatData
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Update-FormatData

153


http://technet.microsoft.com/en-us/library/dd347564.aspx

#89 Invoke-WmiMethod

Invoke-WmiMethod

What can | do with it?
Call WMI methods.
Example:

Retrieve the WMI instances of the Print Spooler service. Pipe it through to Invoke-
WmiMethod and call the StopService method.

Get-WmiObject Win32 Service -Filter "name='spooler'"
| Invoke-WmiMethod -Name StopService

Notice the service State changes.

I Adweewstrabor: Wirsdoss PosserSh
PE Cas det—tWmiObject Wind Fulce —Filter “name=’oposler’

v Get—Wailhject windd_service —Filter "namss'gpasler”™ | Invohke—WsiHethkod —Hane Stepfareice

I |

+ __PRHRARET ERS

! __ PARANETERS

Wmilbject Wind2 Service —filter "neme='spooler""

L]
i Bpaolar

How could I have done this in PowerShell 1.0?
In the above example you could have called the StopService method on the object returned

in the WMI query. One of the advantages though of Invoke-WmiMethod is the possibility to
use the pipeline.

(Get-WmiObject Win32 Service -filter "name='spooler'").StopService()

Related Cmdlets
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Get-WmiObiject

Remove-WmiObiject

Set-Wmilnstance

Get-WSManlnstance

Invoke-WSManAction

New-WSManlnstance

Remove-WSManlnstance
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#90 Remove-WmiObject

Remove-WmiObject

What can | do with it?
Remove an instance of a WMI class.
Example:

Start Windows Calculator. Retrieve the running process and terminate it.

calc
Get-WmiObject Win32 Process -Filter "name='calc.exe'" | Remove-WmiObject

How could I have done this in PowerShell 1.0?
In the above example you could have called the Terminate method on the object returned in

the WMI query. One of the advantages though of Remove-WmiObject is the possibility to
use the pipeline.

(Get-WmiObject Win32 Process -Filter "name='calc.exe'").Terminate ()
Related Cmdlets

Get-WmiObiject

Invoke-WmiMethod

Set-Wmilnstance

Get-WSManlnstance

Invoke-WSManAction

New-WSManlnstance

Remove-WSManlnstance
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#91 Set-Wmilnstance

Set-Wmilnstance

What can | do with it?
Set an instance of a WMI class.
Example:

Change the value of MaxLogFileSize within the Win32_WMISetting class from the default
of 6556 to 13112.

Set-WmiInstance -Class Win32 WMISetting
-Argument @{MaxLogFileSize=13112}

You will notice that the MaxLogFileSize value is updated:

T ademmnsdrator Windoars, Povwe rabell

milnstance —Clazz Windd _SHIBstting —Argument B{

2rrhersorepos itory

o 1 ARG
¥ 13112

¢ 2E0R

How could | have done this in PowerShell 1.0?

In the above example you could have called the Put method on the object returned in the
WMI query.

Swmisetting = Get-WmiObject Win32 WMISetting
Swmisetting.MaxLogFileSize = 13112
Swmisetting.Put ()

Related Cmdlets

Get-WmiObiject
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Invoke-WmiMethod

Remove-WmiObiject

Get-WSManlnstance

Invoke-WSManAction

New-WSManlnstance

Remove-WSManlnstance
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#92 Register-WmiEvent

Reqister-WmiEvent

What can | do with it?

Subscribe to a WMI event on a local or remote computer and carry out actions based on the
event.

Example:

Register for a WMI which checks every 10 seconds for any new processes which have
started, call it Check for New Processes and save information including the date and time
out to a log file.

Register-WmiEvent -Query "select * from  instancecreationevent within 10
where targetinstance isa 'win32 process'"
-Sourceldentifier "Check for New Processes"

A ' {"A new process started at " + (Get-Date) | Out-File c:\log.txt -

Reglster—WmiEvent —Query “select = §
celdemt if ier "“Check For Hew Proceases™

Foir Hie... HotBtawted i N process started. ..

After running the above command and then starting a process the below is automatically
written to c:\log.txt after a few seconds.

Blog.txt - Notepad

File Edit Format Wiew Help
A new process started at 04,/20,/2010 13:28:12

How could | have done this in PowerShell 1.0?

The Scripting Guys detail how to do this in PowerShell 1.0 in this article by using .NET. The
code to achieve it is reproduced below:

Sa =0

Stimespan = New-Object System.TimeSpan(0, 0, 1)
Sscope = New-Object System.Management.ManagementScope ("\\.\root\cimv2")
Squery = New-Object System.Management.WQLEventQuery
(" _InstanceDeletionEvent",Stimespan, "TargetInstance ISA
'Win32 Process'" )
Swatcher = New-Object
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System.Management .ManagementEventWatcher (Sscope, Squery)
do
Sb = Swatcher.WaitForNextEvent ()

Sb.TargetInstance.Name

}

while ($a -ne 1)

Related Cmdlets

Reqister-ObjectEvent

Reqister-EngineEvent

Unreqister-Event

Get-Event
New-Event
Remove-Event

Wait-Event
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#93 Register-ObjectEvent

Reqister-ObjectEvent

What can | do with it?

Subscribe to an event on a local or remote computer generated by a .NET Framework object
and carry out actions based on the event.

Example:
Register for an event to check for new processes, use the ManagementEventWatcher .NET

object to form the basis of the object to monitor and save information including the date and
time out to a log file.

Squery = New-Object System.Management.WglEventQuery

" InstanceCreationEvent", (New-Object TimeSpan 0,0,1), "TargetInstance isa
'Win32 Process'"

SprocessWatcher = New-Object System.Management.ManagementEventWatcher
Squery

Register-ObjectEvent -InputObject SprocessWatcher -EventName "EventArrived"
-Action {"A new process started at " + (Get-Date) | Out-File c:\log.txt -
Append}

X drearestrator: Windows Powershell

m. Hanagement Mgl Evant@uary ©_ InstancoCreat ionBuent™, (Hew—0Ohject TimeSpan B, 0.13, '

e ] ventlatcher Sguery
—wuantMame "Eventfeeleed —fetdlen O new peocess staeted at ™

HasMoreData Location Command

boffhohf-h45 ... Hotitarted Falae Al mew process started...

After running the above commands and then starting a process the below is automatically
written to c:\log.txt after a few seconds.

.Iug.tut - Motepad

File Edit Format Miew Help
lo. new process started at 04,/21,/2010 14:29:05

How could I have done this in PowerShell 1.0?

The Scripting Guys detail how to do this in PowerShell 1.0 in this article by using .NET. The
code to achieve it is reproduced below:

Sa =0
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Stimespan = New-Object System.TimeSpan (0, 0, 1)

$Sscope = New-Object System.Management.ManagementScope ("\\.\root\cimv2")

Squery = New-Object System.Management.WQLEventQuery
("__InstanceDeletionEvent",$timespan, "TargetInstance ISA

'Win32 Process'" )

Swatcher = New-Object

System.Management .ManagementEventWatcher (Sscope, Squery)

do
Sb = Swatcher.WaitForNextEvent ()

Sb.TargetInstance.Name

}
while ($a -ne 1)

Related Cmdlets

Reqgister-WmiEvent

Reqister-EngineEvent

Unregister-Event

Get-Event
New-Event
Remove-Event

Wait-Event
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#94 Get-EventSubscriber

Get-EventSubscriber

What can | do with it?

Retrieve event subscribers from the current session.

Example:

Use the Register-ObjectEvent cmdlet to register for an event to check for new processes, use

the ManagementEventWatcher .NET object to form the basis of the object to monitor and
save information including the date and time out to a log file.

Execution of Get-EventSubscriber will then show details of the event subscribed to.

Squery = New-Object System.Management.WglEventQuery

" InstanceCreationEvent", (New-Object TimeSpan 0,0,1), "TargetInstance isa
'Win32 Process'"

SprocessWatcher = New-Object System.Management.ManagementEventWatcher
Squery

Register-ObjectEvent -InputObject $processWatcher -EventName "EventArrived"
' {"A new process started at " + (Get-Date) | Out-File c:\log.txt -

Append}
Get-EventSubscriber

You will see below the details which are returned by default

= windows PowerShell

PSS C:=%» Get—EventSubscriber

1

System.Management .ManagementEventllatcher
EventArrived
ab84difd-2%ea—4%al-aclb-18f7?43cAf2e2
System.Management .Automation.PSEventJoh

False
Fal=se

Subscriptionld
Sourcelbject
EventMame
Sourceldentifier

Action
HandlerDelegate
SupportEvent
ForwardEvent

How could I have done this in PowerShell 1.0?

Regqister-ObjectEvent and Register-WmiEvent contain examples of how to create events in
NET

Related Cmdlets
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Reqister-ObjectEvent

Reqister-EngineEvent

Reqgister-WmiEvent

Unreqister-Event

Get-Event
New-Event
Remove-Event

Wait-Event
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#95 Register-EngineEvent

Reqister-EngineEvent

What can | do with it?
Subscribe to events generated by the PowerShell engine or the New-Event cmdlet.
Example:

Subscribe to an event when the PowerShell session exits, and save information including the
date and time out to a log file.

Register-EngineEvent PowerShell.Exiting
-Action {"PowerShell exited at " + (Get-Date) | Out-File c:\log.txt -
Append}

E admarsstrator Wesdows Powershell

w¥ RAegizter—EngineBfvent PowerShell.Exiting -Action {"FPowerBhell exited at ™ + {(Get—Date} [ Dut-File cilog.t=t ll|1|.-.=
—

Blainz

PowsrEhell.E... ;ll:lrE:r.-nrn-ﬂ Fals “To ell exited at ...

After closing the PowerShell session (by typing Exit) the date and time it was closed is
written to the log file.

File Edit Format Wiew Help
Fowershell exited at 04,/30/2010 13:36:58

How could I have done this in PowerShell 1.0?

PowerShell engine events are a new feature in PowerShell 2.0.

Related Cmdlets

Reaqister-ObjectEvent

Reqgister-WmiEvent

Unreqister-Event

Get-Event
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New-Event
Remove-Event

Wait-Event
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#96 New-Event

New-Event

What can | do with it?
Create a custom event.
Example:

The built-in PowerShell help has a great example for New-Event. It uses New-Event to create
a custom event based on a reaction to another event.

function Enable-ProcessCreationEvent
{
Squery = New-Object System.Management.WglEventQuery
" InstanceCreationEvent", (New-Object TimeSpan 0,0,1), "TargetInstance isa
'Win32 Process'"
SprocessWatcher = New-Object System.Management.ManagementEventWatcher

Squery

Sidentifier = "WMI.ProcessCreated"

Register-ObjectEvent SprocessWatcher "EventArrived" -SupportEvent
Sidentifier -Action {

[void] (New-Event -Sourceldentifier "PowerShell.ProcessCreated" -

Sender $args[0] -EventArguments
Sargs[1l].SourceEventArgs.NewEvent.TargetInstance)

}

You will notice that if you execute this function and then create a new process a new event is
automatically generated.

= Administrator: Windows PowerShell

PS C:=~> Enable-ProcessCreationEvent
PSS C:=%» Get—Euvent

ComputerMame
Runzpaceld
EventIdentifier
Sender
SourceEventArgs
Sourcelrgs
Sourceldentifier
TimeGenerated
MessageData

18cfd?2b-bhd78-483b—8848—chcB1e54f B45
2

System.Management .ManagementEventlatcher

Powerfhell.ProcessCreated
B4.-85.-20108 14:06:36

How could I have done this in PowerShell 1.0?
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PowerShell engine events are a new feature in PowerShell 2.0.
Related Cmdlets

Reqgister-ObjectEvent

Reqister-EngineEvent

Reqister-WmiEvent

Unregister-Event

Get-Event
Remove-Event

Wait-Event
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#97 Get-Event

Get-Event

What can | do with it?

Retrieve events from the event queue.
Example:

The built-in PowerShell help has a great example for New-Event. It uses New-Event to create
a custom event based on a reaction to another event. Once the event has been created Get-
Event can be used to examine details of that event and any others currently in the queue.

function Enable-ProcessCreationEvent
{
Squery = New-Object System.Management.WglEventQuery
" InstanceCreationEvent", (New-Object TimeSpan 0,0,1), "TargetInstance isa
'Win32 Process'"
SprocessWatcher = New-Object System.Management.ManagementEventWatcher

Squery
Sidentifier = "WMI.ProcessCreated"
Register-ObjectEvent SprocessWatcher "EventArrived" -SupportEvent

Sidentifier -Action {
[void] (New-Event -

rceldentifier "PowerShell.ProcessCreated" -

Sender $args[0] -EventArguments

Sargs[l].SourceEventArgs.NewEvent.TargetInstance)
}

}

Get-Event

You will notice that if you execute this function and then create a new process a new event is
automatically generated. Get-Event retrieves details of this event.

= Administrator: Windows PowerShell

PS C:=%> Enable-ProcessCreationEvent
PSS C:=%» Get—Event

ComputerMame
Runzpaceld
EventIdentifier
Sender
SourceEventArgs
Sourcelrgs
Sourceldentifier
TimeGenerated
MeszageData

18cfd?2b-bhd78-483b—8848—chcB1e54f B45
2

Susztem_Management .ManagementEventWatcher

PowerShell .ProcessCreated
BA4.-85.-20108 14:086:36
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How could I have done this in PowerShell 1.0?
PowerShell engine events are a new feature in PowerShell 2.0.
Related Cmdlets

Reqgister-ObjectEvent

Reqister-EngineEvent

Reqister-WmiEvent

Unregister-Event

New-Event
Remove-Event

Wait-Event
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#98 Wait-Event

Wait-Event

What can | do with it?

Pause a running script or session and wait for an event to occur before continuing.
Example:

The built-in PowerShell help has a great example for New-Event. It uses New-Event to create
a custom event based on a reaction to another event. Use Wait-Event to make the current
session pause until a new process has been opened. Open Windows Calculator to make the
event trigger and return the prompt to the user.

function Enable-ProcessCreationEvent
{
Squery = New-Object System.Management.WglEventQuery
" InstanceCreationEvent", (New-Object TimeSpan 0,0,1), "TargetInstance isa
'Win32 Process'"
SprocessWatcher = New-Object System.Management.ManagementEventWatcher

Squery
Sidentifier = "WMI.ProcessCreated"
Register-ObjectEvent SprocessWatcher "EventArrived" -SupportEvent
Sidentifier -Action {
[void] (New-Event -Sourceldentifier "PowerShell.ProcessCreated" -
Sender $args[0] -EventArguments

Sargs[1l].SourceEventArgs.NewEvent.TargetInstance)
}
}

Wait-Event -Sourceldentifier PowerShell.ProcessCreated

Before opening Windows Calculator:

able=FProce reationEvent
it=Event -Sourceldentificr PowerfShell.ProcessGreoated

You will notice that after the opening of Windows Calculator the event is triggered and the
prompt is returned to the user.
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How could I have done this in PowerShell 1.0?

PowerShell engine events are a new feature in PowerShell 2.0.
Related Cmdlets

Reaqister-ObjectEvent

Reqister-EngineEvent

Reqister-WmiEvent

Unreqister-Event

Get-Event
New-Event

Remove-Event
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#99 Unregister-Event

Unreqister-Event

What can | do with it?
Clear an event subscription.

Example:

Use Get-EventSubscriber to retrieve details of current events. Clear the event with
subscription id 1 and Get-EventSubscriber again to confirm that it has been removed.

Get-EventSubscriber
Unregister-Event -SubscriptionId 1
Get-EventSubscriber

You will see that the event subscription has been cleared.

B C:n2 Get—EventSubsc

ement . Hanagement EventWatcher

a—4bbc-hdB1-1cB7h3GIGF52
Ent . tomation.PEEventJah

¥ Unregizster—FEvent —Subzcriptionld 1
c=FEventSubzcriber

How could I have done this in PowerShell 1.0?
PowerShell engine events are a new feature in PowerShell 2.0.
Related Cmdlets

Reaqister-ObjectEvent

Reqister-EngineEvent

Reqgister-WmiEvent

Get-Event
New-Event
Remove-Event

Wait-Event
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#100 Remove-Event
Remove-Event
What can | do with it?

Delete an event from the current session. Note: to unsubscribe from an event you will need to
use Unreqister-Event.

Example:

Retrieve current events in the queue with Get-Event, use Remove-Event to clear the event
with the Sourceldentifier of Timer, then Get-Event again to confirm that it has been
removed.

Get-Event
Remove-Event -Sourceldentifier Timer
Get-Event

You will see that the event has been cleared.

PE GC:»» Get—Event

ConputerMame i
Run s pace Dd : 63lafabh3i-5%127-4ac2-bibh7-BccBl2%a7i63
Eventldentifier = 2
Cender : windows.timer
o ceEventirgs
ey g {3

=

celdentifier : Timer

Generated L 11:3.-"'35.-"2313 14:21:51
I Test

Remove—Event —Sourceldentifier Tiner
Get-Event

How could I have done this in PowerShell 1.0?
PowerShell engine events are a new feature in PowerShell 2.0.
Related Cmdlets

Reqgister-ObjectEvent

Reqgister-EngineEvent

Reqgister-WmiEvent

Unreqister-Event

Get-Event

New-Event
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Wait-Event
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#101 Wait-Process

Wait-Process

What can | do with it?

Wait for a process to stop before proceeding further.
Example:

Open an instance of Notepad. Use Wait-Process to pause the console session until Notepad is
closed.

Notepad
Wait-Process -Name Notepad

You will notice that the console pauses whilst Notepad is open

/¥ administrator: Windows Powershell

PSS C:x>* Motepad
PS G:x> Wait-—Processz —Mame Motepad

.Untitled - Motepad [_ |O0

Edit  Format  Miew Help

Once Notepad is closed, control of the session is returned to the user.

2 Administrator: Windows PowerShell

PSS C:=%> Motepad
PS C:=%»* Wait-Processzs —Mame Motepad

PSS Cani

How could | have done this in PowerShell 1.0?

Store the result of Get-Process Notepad in a variable, then use the WaitForExit method to
wait for the process to stop.

Notepad
$Process = Get-Process Notepad
SProcess.WaitForExit ()

Related Cmdlets
Get-Process

Start-Process
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Stop-Process

Debug-Process
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#102 Disable-PSRemoting

Disable-PSRemoting . Note: This is a proxy command which calls the Disable-
PSSessionConfiguration cmdlet.

What can | do with it?

Disable PowerShell remoting on a computer that has previously been enabled for remoting.
Note: This command must be run from a PowerShell session with administrative privileges.

Example:

Retrieve the current PSSessionConfiguration settings. Disable PowerShell remoting, and then
retrieve the PSSessionConfiguration settings again to compare.

Get-PSSessionConfiguration
Disable-PSRemoting
Get-PSSessionConfiguration

Notice the PSSessionConfiguration on a machine enabled for PowerShell remoting

X admmistrator; Windows PowerShell

Disable PowerShell Remoting. You will receive the following warning that using this
command does not necessarily reverse everything that Enable-PSRemoting may have done.

WARNING: Disabling the session configurations does not undo all the changes made by the
Enable-PSRemoting or

Enable-PSSessionConfiguration cmdlet. You might have to manually undo the changes by
following these steps.

1. Stop and disable the WinRM service.

2. Delete the listener that accepts requests on any IP address.

3. Disable the firewall exceptions for WS-Management communications.

4. Restore the value of the LocalAccountTokenFilterPolicy to 0, which restricts remote
access to members of the

Administrators group on the computer.

wnn'’,
[M1 Ho [L] Ho to ALL [5] Suspend 0[7] Help {default is
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Now check the impact on the PSSessionconfiguration - the AccessDenied permission has
been applied to Everyone.

X Admanistrator Windows Powershell

%> Get-PSSeczcionConf iguration § Select—0Object Mame.Permizzion § Format-Tabhle —fAutofSize

Permiz=zion

microzoft.powershell Fveryone AccezsDenied BUILTIMS~Adminiztrators AccessAllowed

P8 C:v3

How could I have done this in PowerShell 1.0?

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

Enable-PSRemoting

Disable-PSSessionConfiguration

Get-PSSessionConfiguration

Reqister-PSSessionConfiguration

Set-PSSessionConfiguration

Unreqister-PSSessionConfiguration
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#103 Update-List

Update-List

What can | do with it?

Add, Remove or Replace items from a property value of an object. This cmdlet can only
update a property when it supports the IList interface. So far this does not include any of the

core Windows PowerShell cmdlets - however it does include some of the cmdlets that ship
with Exchange 2007 and later.

Example:

Add additional email addresses to the Test1 user's mailbox using the Add parameter of
Update-List.

Get-Mailbox Testl | Update-List -Property EmailAddresses -Add
admin@contoso.com, webmaster@contoso.com
| Set-Mailbox

How could I have done this in PowerShell 1.0?

Shay Levy has a great blog post on dealing with AD / Mailbox accounts with multi-valued
attributes.
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#104 Trace-Command

Trace-Command

What can | do with it?

Begin a trace of a command or expression.

Example:

Examine debug info for Parameter Binding when piping a string through to Get-Service.

Trace-Command ParameterBinding -Option All -Expression {'winmgmt' |

Get-Service} -

You will see it is possible to work through the debug info to find out what is happening:

I Adrninistrstor: Windows Powershel

| Get-Bewrvice? -PEHoszt

PIFELIME THPUT Wa
P L ¢ 1 PIFELIME IMPUT Wa
Parasster ' PIPELIME

FIPELIHE 1HPUT

¢ Managerent Inctrumentation

Note: it is also possible to output the debug info to a file, simply remove the PSHost
parameter and use FilePath instead.

> ParameterBinding -Option All -Expression {'winmgmt' |
»th C:\Debug.txt

Trace-Command -\
Get-Service} -Fi

The resulting debug info is now easily viewable in Notepad.
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How could I have done this in PowerShell 1.0?

You could have used Set-TraceSource , but Trace-Command applies the trace only to the
specified command.

Related Cmdlets

Get-TraceSource

Set-TraceSource
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#105 Set-StrictMode

Set-StrictMode

What can | do with it?

Configure strict mode for the current scope. An error will be generated when the content of
an expression, script or script block violates coding rules. Note: it is possible to use the
Version parameter to pick which coding rules to use. The PowerShell help lists the current
possible options as:

1.0

-- Prohibits references to uninitialized variables, except for uninitialized variables in strings.
2.0

-- Prohibits references to uninitialized variables (including uninitialized variables in strings).
-- Prohibits references to non-existent properties of an object.

-- Prohibits function calls that use the syntax for calling methods.

-- Prohibits a variable without a name (${}).

Latest

--Selects the latest (most strict) version available. Use this value to assure that scripts use the
strictest available version, even when new versions are added to Windows PowerShell.

Example:

Examine what happens when you add the undefined $b to the undefined $a with strict mode
off. Next, turn on strict mode using Version 1.0 and run the same test.

Sa + S$b
Set-StrictMode -Version 1.0
$Sa + Sb

Note the error message generated with strict mode on because $a has not been initialised.

ctMode Verzion 1.8
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Examine what happens when you define $a to be a numerical value and attempt to reference a
property with strict mode off. Next, turn on strict mode using Version 2.0 and run the same
test.

Sa = 32
Sa.Time
Set-StrictMode -Version 2.0
Sa.Time

Note the error message generated with strict mode on because the Time property does not
exist.

istrator: Windows PowerShell

» Sa.Tine
et—StrictMode —Version 2.8
a.Time

How could I have done this in PowerShell 1.0?
You could have used Set-PSDebug, however Set-Strictmode applies only to the current scope

or child scopes and does not impact the global scope. For more information on scopes in
PowerShell look here.
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#106 Import-LocalizedData

Import-LocalizedData

What can | do with it?

Enable text in scripts displayed to users to be presented in their own language. The cmdlet
uses the automatic variable $PSUICulture to determine the language to use and alternate text
is stored within .psd1 files in subdirectories of the folder that the script is stored.

Example:

In a script called RegionalTest.ps1 use the ConvertFrom-StringData cmdlet to create a series
of text messages to display to the user. Import-LocalizedData will retrieve the value of the
$PSUICulture automatic variable, get the contents of the Regional Test.psd1 file in the es-
ES directory (assume the user is Spanish) and store the data within the variable designated by
the BindingVariable parameter. Then display the Welcome text.

SUserMessages = Data {
# culture="en-US"
ConvertFrom-StringData @'
Welcome = Welcome to the application

Errorl = You have entered an incorrect username
Error2 = You have entered an incorrect password
'@
}
Import-LocalizedData -BindingVariable $UserMessages

SUserMessages.Welcome

The contents of the Regional Test.psd1 file for Spanish would look like (apologies for any bad
translation!)

ConvertFrom-StringData @'
Welcome = Bienvenido a la aplicacidn
Errorl = Ha introducido un nombre de usuario incorrecto
Error2 = Ha introducido una contrasefia incorrecta

'@

and be stored in the es-ES folder below C:\Scripts where RegionalTest.ps1 lives
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Organize * == Wiews ¥ [Open v

Mame = |-.| Drate modified |-.-| Type |-.-| Size |-.| Tags |-.|
@ReginnalTest.psdl 210712010 13:56 P3O File 1 KB

Favorite Links

!E. Dacuments
!E Pictures

!E. Music B RegionalTest.psdl - Notepad

File Edit Formak Wiew Help

= ConvertFrom-stringbata &' . L
i1 Searches welcome = Bienvenido a la aplicacian

Public Errarl = Ha introducido un nombre de usuario incarrecto
' Errar2 Ha dntroducido una contrasefia incorrecta

|4 Recently Chang

g
|

When run on the Spanish user's machine the Spanish text would be displayed rather than the
original English.

How could I have done this in PowerShell 1.0?

Script Internationalisation features were introduced in PowerShell 2.0 and not supported in
version 1.0 - more info here.
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#107 Add-Type

Add-Type
What can | do with it?
Imbed code from modern programming languages into your PowerShell session or scripts.

The valid languages are: C#, C# 3.0, VisualBasic and JScript - C# is the default. Use the
Language parameter to specify one if it is not C#.

~hanguage <{Language> R
specifies the language used in the source code. Add-Types uses the language to select the correct code conpiler

Valid values are “"CSharp", “"CSharplerzion3'., "WisualBasic', and “JScript'., “CSharp" is the default.

Example:

Within a PowerShell session use some C# code to create a TakeAway class and create a
static method Minus. Use the Add-Type cmdlet to add the class to the session and then call
the TakeAway class and Minus static method.

Scsharp = @"
public class TakeAway
{
public static int Minus(int a, int Db)
{
return (a - b);
}
}
"@
Add-Type -TypeDefinition $csharp
[TakeAway] : :Minus (10, 7)

You will see that we get the expected answer of 3:

£¥ Windows PowerShell

C:\> Scsharp = B"
public class TakeAway
{

public static int Minusd{int a, int h>
return <a — bhd;

>
IIE

C:\> Add-Type —-TypeDefinition Scsharp
C:\> [TakefAwayl::Minus<{16,7?7>

C:\>

How could I have done this in PowerShell 1.0?

PowerShell 1.0 did not support adding C# or other code into PowerShell scripts, you could
however have created your own cmdlet which I'm sure would have been very straightforward
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for most sysadmins :-)

Related Cmdlets

Add-Member

New-Object
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