Hands-on Windows Server 2019 (3e)
Module 10 Solutions

Review Questions

1. Which of the following cloud delivery models uses containers exclusively to run Web apps?

a. SaaS
b. PaaS
c. IaaS
d. XaaS
Answer: b. Platform as a Service (PaaS) is the cloud delivery model that runs containerized Web apps on an underlying operating system platform. SaaS does not specifically require containers or virtual machines, while IaaS uses virtual machines to run Web apps. XaaS is a blanket term for multiple PaaS, SaaS, and IaaS delivery models.
2. Websites on a Web server provide the front end for most Web apps. True or False?
Answer: True. Most Web apps are accessed using a website on a Web server.
3. In a continuous deployment scenario, which software creates a container or virtual machine on a cloud server to test the functionality of a new Web app version? 

a. Orchestration 

b. Code repository

c. Workflow 

d. Build automation 

Answer: d. Build automation software is used to automate the creation of containers and virtual machines. Orchestration software coordinates the steps in the continuous deployment process, including the retrieval of Web apps from a code repository. Workflow is not a valid software type.
4. Block storage is a cheaper alternative to object storage on public cloud providers. True or False?
Answer: False. Object storage is often a cheaper alternative to block storage on a cloud provider, because you are only charged for the space that each object consumes.
5. To which of the following groups should you assign NTFS/ReFS permissions for Web app content in order to provide anonymous user access?

a. IUSRS
b. .NET_USRS
c. IIS_IUSRS
d. WWWUSRS

Answer: c. IIS_IUSRS is used to provide access to website and Web app content, whereas IUSRS can be used to provide access to website content. The other groups do not exist.
6. What must you configure in IIS Manager to allow users to access a help desk ticketing system Web app using the URL https://www.sample.com/helpdesk? (Choose all that apply.) 

a. A helpdesk virtual directory 
b. Request filtering
c. An HTTPS protocol binding
d. The WebSocket protocol
Answer: a, c. You must ensure that the HTTPS protocol is bound to the Default Web Site using an HTTPS encryption certificate, as well as create a virtual directory called helpdesk to provide access using the https://www.sample.com/helpdesk URL. Request filtering is used to provide rules that restrict access to website content, whereas WebSocket is used by Web apps to communicate to other Web apps and clients.
7. Which of the following IIS configuration features is used to specify the default webpage or Web app file that a client views? 

a. Directory Browsing
b. Handler Mappings
c. Request Filtering 

d. Default Document
Answer: d. Default Document specifies the default webpage or Web app file that a client views. Directory Browsing specifies information displayed when listing a folder’s contents, Handler Mappings specifies the Web app modules that are used to process files in a website folder, and Request Filtering allows you to configure rules that restrict access to website content.
8. The docker command is also called the Docker daemon. True or False?
Answer: False. The docker command is also called the Docker client. The Docker daemon is the service that provides for container functionality.
9. Which docker command displays container images available on Docker Hub?
a. docker images
b. docker container images
c. docker search
d. docker pull
Answer: c. The docker search keyword command will display container images available for download on Docker Hub. The docker images command displays downloaded container images on the local system, whereas the docker pull command can download an image. The docker container images command is invalid.
10. Nano Server containers must be run as a Hyper-V container on Windows Server 2019. True or False?
Answer: True. On Windows Server 2019, you must ensure that containers based on Nano Server are run as Hyper-V containers.
11. Which command can you execute to create a container from the microsoft/iis container image that runs in the background and automatically maps port 80 in the container to a port above 32767 on the underlying operating system?
a. docker run -d -P microsoft/iis
b. docker run -d -p *:80 microsoft/iis
c. docker exec -it -P microsoft/iis
d. docker exec -it -p *:80 microsoft/iis
Answer: a. The docker run command is used to create a new container from a container image. The -d option to the docker run command runs the container in the background until stopped manually, and the -P option to the docker run command automatically maps port 80 in the container to a port above 32767 on the underlying operating system.
12. After a container is running, you cannot configure its contents until the container is stopped. True or False?

Answer: False. You can use the docker exec command to connect to a running container and configure it as you would any other running operating system.
13. Which of the following commands can be used to display containers that are no longer running?

a. docker ps
b. docker list
c. docker images
d. docker ps -a
Answer: d. The docker ps -a command lists running and stopped containers. The docker ps command only displays running containers, the docker images command displays container images on the local system, and docker list is an invalid command.
14. The Windows Subsystem for Linux (WSL) allows you to execute Web apps in a virtual machine on Windows Server 2019. True or False?

Answer: False. The Windows Subsystem for Linux (WSL) allows you to execute Web apps directly on the Windows Server 2019 kernel.
15. Which of the following Linux distributions are supported for use with WSL? (Choose all that apply.)
a. Fedora
b. Ubuntu
c. OpenSUSE Leap
d. Debian GNU/Linux
Answer: a, b, c, and d. All of the listed Linux distributions are supported by WSL, as well as Kali Linux and SUSE Linux Enterprise Server.
16. The Linux Containers on the Windows (LCOW) feature of Windows Server 2019 allows you to run Linux containers only if Docker EE was obtained using the DockerMsftProvider Windows PowerShell module. True or False?
Answer: False. LCOW allows you to run Linux containers only if Docker EE was obtained using the DockerProvider Windows PowerShell module.
17. Which of the following commands can be used to start the Apache Web server in a Linux container or WSL Linux distribution on a Windows Server 2019 system?

a. httpstart
b. apachectl start
c. apt-get start apache
d. apt-get start http
Answer: b. The apachectl start command can start the Apache Web server. The apt-get command is used to install software, and httpstart is an invalid command.
18. Each Linux container run on Windows Server 2019 using LCOW is automatically run as a Hyper-V container that executes on a Linux kernel provided by the LinuxKit component of Docker EE. True or False?
Answer: True. LCOW uses the Linux kernel provided by LinuxKit and must use Hyper-V containers to allow each container to run on a unique copy of this Linux kernel.
19. You are tasked with deploying a private cloud in your organization that needs to host both Windows and Linux Web apps using a SaaS delivery model on a single Windows Server 2019 system. What technology should you configure on the Windows Server 2019 system?
a. WSL
b. LCOW
c. Hyper-V
d. Docker EE
Answer: a. The Windows Subsystem for Linux can be used to run Linux Web apps alongside Windows Web apps on the same Windows Server 2019 system. Because a SaaS delivery model is required, containers and virtual machines are not necessary. As a result, LCOW, Hyper-V, and Docker EE are not necessary. 
20. Your organization develops a containerized Linux Web app that is run on a public cloud provider. To minimize cloud costs, a continuous deployment process is not used. Instead, Web app developers must add new versions of their Linux Web app to a container and test its functionality locally before running it on the public cloud provider. What could you configure on an existing Windows Server 2019 system to allow the Web app developers in your organization to test new versions of their containerized Linux Web app? (Choose all that apply.)

a. Hyper-V
b. IIS
c. Docker EE
d. LCOW
Answer: a, c, d. LCOW can be used to run Linux containers on a Windows Server 2019 system. However, LCOW also requires that Docker EE and Hyper-V be installed. IIS is not required to run Linux containers.
Discovery Exercises

The Hands-on Projects in each module guide students through performing key tasks that demonstrate the key concepts introduced in each module. After students have completed the Hands-on Projects with each module, they can further consolidate and expand their understanding of these key concepts by performing Discovery Exercises. Each Discovery Exercise builds upon the experience that students gained in one or more Hands-on Projects, or allows them to explore an advanced topic that is discussed in the module. As a result, Discovery Exercises are optional exercises that can be assigned at your discretion, or used to provide work for students who finish the Hands-on Projects earlier than other students.  

Discovery Exercise 10-1

This Discovery Exercise allows students to consolidate their understanding of cloud delivery models by applying the features of SaaS, PaaS, and IaaS to the fictional Pizza as a Service model that is often used as an analogy on the Internet. You can find this analogy on many different websites, including https://medium.com/@pkerrison/pizza-as-a-service-2-0-5085cd4c365e. In short, this analogy depicts the underlying operating system software and hardware that you must provide in an on-premises environment compared to the software that you must provide to a cloud provider for different cloud delivery models.

Discovery Exercise 10-2

This Discovery Exercise builds upon Hands-on Project 10-1, in which students installed and configured IIS on their WindowsServer2019VM2 virtual machine. More specifically, students must add the FTP Server role service to IIS and use IIS Manager to create an FTP site that allows regular FTP access to the C:\MarketingMaterials folder on their WindowsServer2019VM2 virtual machine. Next, students will download and install the Filezilla FTP client program from https://filezilla-project.org on their Windows Server 2019 host and use it to connect to the FTP site on their WindowsServer2019VM2 virtual machine in order to perform a sample FTP file transfer. By logging into Filezilla as Administrator, they will have the necessary NTFS/ReFS permissions to upload and download to and from the C:\MarketingMaterials folder.

Discovery Exercise 10-3

This Discovery Exercise builds upon Hands-on Project 10-2, in which students created containers based on the microsoft/iis container image from Docker Hub. More specifically, students perform this configuration again, but instead modify the docker command options to create Hyper-V containers (--isolation=hyperv) and static port mappings (-p portA:portB). 

Discovery Exercise 10-4

This Discovery Exercise builds upon Hands-on Project 10-3, in which students installed the Ubuntu Linux distribution using WSL and configured an Apache Web server. More specifically, students will install and configure a second Linux distribution of their choice, as well as install and configure it as an Apache Web server that listens for HTTP requests on port 9000. In order to install the Apache Web server on a different Linux distribution, students may need to refer to the package installation commands listed in Table 10-4, as well as use a different path for the Apache configuration file (that can be found using an Internet search). 

Discovery Exercise 10-5

This Discovery Exercise builds upon Hands-on Project 10-4, in which students used LCOW to run several Apache containers. Because Docker Hub contains thousands of different Linux container images that were created for different purposes, students will enable LCOW on their Windows Server 2019 host and search Docker Hub for official container images. Following this, they will download a container image of their choice and run a container based on it. Finally, they will explore the contents of the running container and stop it afterwards.
Discovery Exercise 10-6
This Discovery Exercise allows students to explore the features and functionality for the Kubernetes container orchestration tool, as well as the Ansible automation tool. More specifically, students will explore the “pod” structure used by Kubernetes “master servers” to manage Docker containers on “worker nodes” (cloud servers running Linux or Windows Server 2019) using the Kubernetes user interface or kubectl command. Additionally, students will explore how an Ansible server running on Linux can be used to deploy new virtual machines and containers running IIS using the configuration information stored in the install_iis_pg.yaml (Windows) or apache.yml (Linux) text files. Additionally, students may find the Ansible Tower product that server administrators can purchase to simplify the configuration and management of Ansible.
