Hands-On Windows Server 2019 (3e)
Module 11 Solutions

Review Questions

1. Group Policy settings apply to which of the following objects? (Choose all that apply.)
a. Users
b. Computers
c. Groups
d. OUs
Answer: a, b. Group Policy settings only apply to user or computer accounts in a site, domain, or OU.
2. There are no GPOs created in an Active Directory domain by default. True or False?
Answer: False. The Default Domain Policy and Default Domain Controllers Policy GPOs are created by default in each domain.
3. You have created a new Group Policy Object (GPO). To which of the following objects can this GPO be linked? (Choose all that apply.)
a. OU
b. Group
c. Site 

d. Domain 

Answer: a, c, d. GPOs can only be linked to site, domain, and OU objects.
4. Group Policy preferences can be used to configure Windows features, but are only interpreted by Windows 7, Windows Server 2008, and later computers by default. True or False?
Answer: True. Group Policy preferences provides for the configuration of specific Windows features (e.g., drive maps), but only Windows 7 and Windows Server 2008 were designed to interpret them. Windows XP, Vista, and Server 2003 must install the Group Policy Preference Client Side Extensions package to interpret them.
5. You wish to configure a GPO that allows users in your organization to install a package using the Programs and Features section of Control Panel. Which software deployment method should you choose when configuring the Software Settings section of a GPO?

a. Publish the software in the User Configuration
b. Assign the software in the User Configuration
c. Publish the software in the Computer Configuration
d. Assign the software in the Computer Configuration
Answer: a. Software that is published to users is provided for optional installation in the Programs and Features section of Control Panel. Software that is assigned to users is made available on demand, while software that is assigned to computers is installed automatically.
6. Which section of a GPO contains the most security-related settings for the Windows operating system?
a. User Configuration, Windows Settings
b. Computer Configuration, Windows Settings

c. User Configuration, Administrative Templates

d. Computer Configuration, Administrative Templates

Answer: b. The most security settings for the Windows operating system are stored under Computer Configuration, Windows Settings, Security Settings.
7. You can import administrative template files into a GPO to allow Group Policy to configure third-party software settings. True or False?
Answer: True. Third-party software vendors provide administrative template files that can be imported into a GPO in order to configure third-party software settings.
8. Which of the following is not included in a certificate?

a. Public key
b. Private key
c. Digital signature
d. CRL location
Answer: b. Private keys are not included in a certificate and distributed to other computers; they are kept on the local computer or in the Active Directory user account only.
9. Which term refers to the process whereby a user or computer obtains a certificate from a CA?
a. PKI
b. enrollment
c. revocation
d. hashing
Answer: b. Computers and users enroll for a certificate from a CA.
10. Group Policy can be configured to auto-enroll certificates for users and computers based on the permissions in a certificate template on an enterprise CA. True or False?
Answer: True. Group Policy can auto-enroll users and computers for certificates from an enterprise CA based on the permissions on a certificate template.
11. Which certificate template permissions must you grant to a user or computer before they are auto-enrolled for a certificate using Group Policy? (Choose all that apply.)
a. Read
b. Write
c. Enroll
d. Autoenroll
Answer: a, c, d. Users or computers must have Read, Enroll, and Autoenroll permissions on a certificate template before a Group Policy will auto-enroll them for a certificate based on the template.
12. Only schema version 1 certificate templates can be configured for auto-enrollment. True or False?

Answer: False. Only schema version 2 (and later) certificate templates can be configured for auto-enrollment.
13. In an 802.1X Wireless configuration, which component generates the encryption keys used for WPA?

a. WAP
b. Wireless client
c. RADIUS server
d. Domain controller
Answer: c. After authenticating a wireless client, the RADIUS generates a unique WPA encryption key for use by the WAP and wireless client.
14. You must enroll each WAP for a certificate based on the RAS and IAS Server certificate template before they can be configured for 802.1X Wireless. True or False?

Answer: False. Only the RADIUS server must be enrolled for a certificate based on the RAS and IAS Server certificate template.
15. Which of the following statements regarding the functionality of WSUS are true? (Choose all that apply.)
a. WSUS prevents Microsoft Update traffic from saturating the bandwidth on an organization’s Internet connection.
b. Group Policy is used to direct domain computers to a WSUS server for updates.
c. Updates can be manually or automatically approved for distribution on a WSUS server.
d. A WSUS server can be configured to remove updates from computers that have installed them.
Answer: a, b, c, and d. By bringing updates into the organization network, Microsoft Update traffic will not saturate the Internet connection. Computers are redirected to WSUS servers using Group Policy settings and can obtain updates that were approved manually or automatically, or be configured to remove updates that were previously installed.
16. To reduce the amount of storage that is consumed by updates on a WSUS server, you should configure the WSUS server to only synchronize updates for products that are deployed in your organization. True or False?
Answer: True. Specifying a smaller number of products in the synchronization configuration will download fewer updates from Microsoft Update. If additional products are deployed in the organization, you can easily modify the configuration to include them.
17. Which of the following port numbers is used to obtain updates from a WSUS server using HTTPS?

a. 80
b. 443
c. 8530
d. 8531
Answer: d. To obtain updates from a WSUS server using HTTPS, you must use port 8531.
18. Firewall profiles contain a series of firewall rules that apply to a computer when it is connected to a particular type of network (public, private, domain). True or False?
Answer: True. There are three firewall profiles (domain, private, public) that represent the different networks that a computer can be connected to. Firewall rules are stored in different firewall profiles and automatically applied when the computer is connected to the associated network types.
19. Which of the following Windows Defender features can be used to limit the files, folders and processes that ransomware can modify?
a. Core isolation
b. Memory integrity
c. Controlled folder access
d. Secure boot
Answer: c. Controlled folder access can be used to prevent ransomware from modifying files, folders, and memory on your system. 
20. What can you configure in the Windows Defender Firewall with Advanced Security tool to automatically protect network traffic between computers using IPSec?
a. Firewall profiles
b. Connection security rules
c. IPSec rules
d. Security Associations
Answer: b. Connection security rules can be configured to protect traffic using IPSec.
Discovery Exercises

The Hands-On Projects in each module guide students through performing key tasks that demonstrate the key concepts introduced in each module. After students have completed the Hands-On Projects with each module, they can further consolidate and expand their understanding of these key concepts by performing Discovery Exercises. Each Discovery Exercise builds upon the experience that students gained in one or more Hands-On Projects, or allows them to explore an advanced topic that is discussed in the module. As a result, Discovery Exercises are optional exercises that can be assigned at your discretion, or used to provide work for students who finish the Hands-On Projects earlier than other students.  

Discovery Exercise 11-1

This Discovery Exercise builds upon Hands-On Project 11-1, in which students configured and tested the application of Group Policy. In this Discovery Exercise, students must perform the following tasks:

a) Create a new GPO that is linked to the Marketing OU that disables the Prohibit access to Control Panel and PC settings for users. Students must ensure that the GPO has a higher link order than the Marketing Group Policy. Finally, students will log into their WindowsServer2019VM2 virtual machine as Bob Burtt to verify that Control Panel and Settings are accessible.

b) Remove the Notepad++ configuration in your Default Domain Policy, choosing the option to remove the installed application from computers. Students will then reboot their WindowsServer2019VM2 virtual machine and verify that Notepad++ was automatically removed.

c) Create a starter GPO that contains five different User Configuration settings of the student’s choice that have not been previously configured during Hands-On Projects. Next, students create a new GPO that uses this starter GPO and link it to the Marketing OU. Finally, students verify their configuration by logging into their WindowsServer2019VM2 virtual machine as Bob Burtt.

d) Create a new GPO that is linked to the domain that disables the Hide and disable all items on the desktop setting for users. Next, students must enforce the GPO link to ensure that it is applied to all users in the domain. Finally, students verify their results by logging into their WindowsServer2019VM2 virtual machine as Bob Burtt.

e) Use the Group Policy Results wizard to verify the application of the GPOs configured in the previous steps for the Bob Burtt user on the WindowsServer2019VM2 virtual machine.
Discovery Exercise 11-2

This Discovery Exercise also builds upon Hands-On Project 11-1, in which students installed Notepad++ using a GPO. It also allows students to explore the configuration of administrative template files. Students download the Windows Installer file and associated administrative template files for the Google Chrome Web browser from https://cloud.google.com/chrome-enterprise/browser/download. Next, they create a GPO that deploys the Google Chrome Web browser to all computers in their domain. Following this, students import the administrative template files for the Google Chrome Web browser and configure the same GPO to provide all users with a default Chrome homepage of http://serverX.domainX.com. Finally, they must test their results to validate their configuration.

Discovery Exercise 11-3

This Discovery Exercise allows students to simultaneously build upon the configuration that they performed in Hands-On Project 11-2, as well as the VPN configuration in Module 9 and IIS configuration in Module 10. More specifically, students will perform the following tasks:
· Create a copy of the IPSec certificate template that is issued to all computers in their domain using auto-enrollment. Next, students configure a VPN server on their Windows Server 2019 host for use with IKEv2. Finally, students create a new IKEv2 VPN connection on their WindowsServer2019VM2 virtual machine to test their results.

· Create a copy of the Web Server certificate template. Next, students manually enroll their Windows Server 2019 host for a certificate based on this template using IIS Manager. Following this, students configure the Default Web Site in IIS Manager to use this certificate for HTTPS instead of the self-signed certificate configured in Hands-On Project 10-1 and test their results by accessing https://serverX.domainX.com from a Web browser. Finally, students configure the VPN server on their Windows Server 2019 host for use with SSTP and create a new SSTP VPN connection on their WindowsServer2019VM2 virtual machine to test their results. 

Discovery Exercise 11-4

This Discovery Exercise allows students to explore an alternative to GPO software deployment by installing and using WSUS Package Publisher to deploy software. Students follow the instructions at https://github.com/DCourtel/Wsus_Package_Publisher/wiki/Installation to download and configure the WSUS Package Publisher tool on their Windows Server 2019 host. Next, they configure it to deploy the Notepad++ program to the computers in their domain and test their results. 

Discovery Exercise 11-5

This Discovery Exercise builds upon Discovery Exercise 11-3 a), in which students deployed an IPSec certificate to each computer in their domain using auto-enrollment. In this Discovery Exercise, students configure a connection security rule under the Windows Defender Firewall with Advanced Security section of the Default Domain Policy GPO that requires IPSec for systems that communicate with their WindowsServer2019VM2 virtual machine. When finished, students connect to a shared resource on their WindowsServer2019VM2 virtual machine from their Windows Server 2019 host and use the Windows Defender Firewall with Advanced Security tool to view the IPSec connection.
