Hands-On Windows Server 2019 (3e)
Module 12 Solutions

Review Questions

1. On which part of the maintenance cycle do server administrators spend the most time? 

a. Monitoring
b. Proactive maintenance
c. Reactive maintenance
d. Documentation
Answer: a. Monitoring is the part of the maintenance cycle on which server administrators spend the most time.
2. Many organizations store system documentation in help desk ticketing software. True or False?
Answer: True. By storing system documentation in help desk ticketing software, it is readily available to the help desk support staff and server administrators who must access it to resolve problems.
3. Which of the following steps is not a common troubleshooting procedure?

a. Test possible solutions

b. Isolate the problem

c. Delegate responsibility

d. Collect information 

Answer: c. Collecting information, isolating the problem, and testing possible solutions are all common troubleshooting procedures, whereas delegating responsibility is not.
4. A baseline is a set of performance information for a system during normal times of operation. True or False?
Answer: True. Baselines provide performance information during normal periods of operation. They are compared to performance information obtained during times of poor performance to identify potential causes of degraded performance.
5. Which of the following can be easily identified on the Processes tab of Task Manager? (Choose all that apply.)
a. Rogue processes
b. The number of bytes a process is sending to and from the network
c. The files that a process is using
d. Memory leaks
Answer: a, d. The Processes tab of Task Manger contains a CPU and Memory column that can be used to identify rogue processes (high CPU usage) and memory leaks (high/growing memory usage).
6. Committed memory refers to the memory that is used by the Windows kernel and device drivers. True or False?
Answer: False. Committed memory is the amount of virtual memory in the paging file that applications have requested.
7. Which task should you perform in Task Manager before stopping a problematic process for a program that was created by your organization?
a. Right-click the process and click Create dump file
b. Right-click the process and click Search online
c. Right-click the process and click Analyze wait chain
d. Right-click the process and click UAC virtualization
Answer: a. Before stopping a problematic process in Task Manager for a program created by your organization, you should save the memory contents of the process to a dump file that the software developers in your organization can use to identify and fix the problem in future versions of the program.
8. Resource Monitor allows you to identify the storage devices and files that a single process is accessing. True or False?
Answer: True. You can select an individual process in the CPU section of Resource Monitor and access the Disks section to view the files that it is using on each storage device.
9. Which of the following components represents a specific hardware device or software component that can be monitored?

a. Performance object
b. Performance alert

c. Performance counter

d. Instance

Answer: d. Instances represent the software and hardware components that are monitored. Performance objects are the areas of the system that can be monitored and consist of performance counters that monitor a specific type of event. Performance alerts are data collector sets that monitor performance counters when a threshold is reached.
10. Which of the following performance counters can be used to identify jabbering hardware?
a. Pages/sec
b. % Interrrupt Time 
c. Committed Bytes
d. Bytes Total/sec
Answer: b. The % Interrupt Time counter in the Processor performance object can be used to identify a large number of interrupts, which is often the result of jabbering hardware.
11. Each server role and feature that is added to a Windows Server 2019 system also adds additional performance objects and counters. True or False?
Answer: True. To allow for monitoring, Microsoft adds the associated performance objects and counters to the system for each server role and feature that is added.
12. Which two tools are commonly used to create performance baselines? (Choose two answers.)
a. Performance Monitor
b. Task Manager
c. Data Collector Sets
d. Event Viewer
Answer: a, c. Because both Performance Monitor and Data Collector Sets can monitor performance counters and save their results to a report or file, they are commonly used to create performance baselines.
13. Performance baselines are typically created only after installing a new Windows Server 2019 system. True or False?

Answer: False. Any time you add software or hardware to a system, you should take a new baseline for that system.
14. Which of the following can be included in a data collector set? (Choose all that apply.)
a. Performance counter
b. Dump files

c. Event trace provider
d. Windows Registry key
Answer: a, c, d. Data collector sets can collect data from performance counters, event trace providers, and the Windows Registry.
15. There are five event levels available in an event log: Information, Warning, Error, Audit Success, and Audit Failure. True or False?

Answer: False. There are six event levels available in event logs: Information, Warning, Error, Critical, Audit Success, and Audit Failure.
16. What can you create in Event Viewer to display specific types of events from one or more event logs?
a. Event filter

b. Custom view
c. Data collector set
d. Event alert
Answer: b. You can create custom views in Event Viewer to display events from multiple event logs that match specified criteria.
17. Reliability Monitor displays a system stability index value for each day based on the values of specific performance counters. True or False?
Answer: False. Reliability Monitor displays a system stability index value for each day based on the number and type of events in event logs.
18. Which of the following actions can be performed to solve a performance problem? (Choose all that apply.)
a. Stop and disable unnecessary services
b. Move applications to other systems
c. Add additional hardware
d. Upgrade hardware devices with bus mastering versions
Answer: a, b, c, d. Performance problems can be solved by adding hardware or reducing the processes running on a system (including stopping services or moving applications to other system). Using bus mastering hardware devices can free processor time to improve performance, because bus mastering devices perform tasks that would otherwise be performed by the system processor.
19. Searching an event description or event ID online can generate a list of possible causes and associated solutions for a problem. True or False?
Answer: True. The event description will list information that you can search online in order to obtain a list of possible causes and solutions.
20. Which of the following options on the Advanced Boot Options menu can be used to start a system that failed to boot previously due to incorrect settings in the Windows Registry, or a recently added device driver?
a. Safe Mode
b. Debugging Module
c. Disable Driver Signature Enforcement
d. Last Known Good Configuration (advanced)
Answer: d. The Last Known Good Configuration (advanced) option allows you to start a system that failed to boot previously due to incorrect settings in the Windows Registry, or a recently added device driver. 
Discovery Exercises

The Hands-On Projects in each module guide students through performing key tasks that demonstrate the key concepts introduced in each module. After students have completed the Hands-On Projects with each module, they can further consolidate and expand their understanding of these key concepts by performing Discovery Exercises. Each Discovery Exercise builds upon the experience that students gained in one or more Hands-On Projects, or allows them to explore an advanced topic that is discussed in the module. As a result, Discovery Exercises are optional exercises that can be assigned at your discretion, or used to provide work for students who finish the Hands-On Projects earlier than other students.  

Discovery Exercise 12-1

This Discovery Exercise builds upon Hands-On Project 12-2, in which students configured a baseline using Performance Monitor. In this Discovery Exercise, students download a free stress test program available for Windows and execute it afterwards. Next, they open the performance baseline that they created in Hands-On Project 12-2, view the current values for each performance counter and compare them to the values in the performance baseline, noting the differences between the current and baseline values.
Discovery Exercise 12-2
This Discovery Exercise also builds upon Hands-On Project 12-2, but it has students add additional performance counters for each server role on their system to a new baseline. More specifically, students must add two counters of their choice from each of the following server roles: Active Directory Domain Services, Active Directory Certificate Services, DHCP Server, DNS Server, File and Storage Services, Hyper-V, Print and Document Services, Remote Access, Remote Desktop Services, Web Server (IIS), and Windows Server Update Services. 

Discovery Exercise 12-3

This Discovery Exercise allows students to explore the trace data that they collected in Hands-On Project 12-3 for their Active Directory Monitoring Data Collector Set data collector set. Students will download and run PerfView.exe from https://github.com/Microsoft/perfview and use it to open the C:\Perflogs\Admin\Active Directory Monitoring Data Collector Set\SERVERX_date-000001\DataCollector02.etl file to view the trace data in their data collector set. 

Discovery Exercise 12-4

This Discovery Exercise builds upon Hands-On Project 12-4, in which students explored Event Viewer. In this Discovery Exercise, students boot their WindowsServer2019VM2 virtual machine. Next, they create an event subscription in Event Viewer on their Windows Server 2019 host that obtains Critical, Error, and Warning events from the System and Application logs on their WindowsServer2019VM2 virtual machine. Student must ensure that the event subscription is run as the Administrator user and stores events from the WindowsServer2019VM2 virtual machine in the Forwarded Events event log. Finally, students create a custom view in Event Viewer on their Windows Server 2019 host that displays Critical, Error. and Warning events from the System and Application logs on both their Windows Server 2019 host and WindowsServer2019VM2 virtual machine. 

Discovery Exercise 12-5

This Discovery Exercise allows students to explore how packet sniffer programs can be used to examine the traffic on a LAN in order to determine if a particular service or application is saturating the network. Students will download and install Wireshark from https://wireshark.org and follow the instructions when they open Wireshark to capture and view the network traffic on the classroom LAN.
