Hands-on Windows Server 2019 (3e)
Module 9 Solutions

Review Questions

1. Which of the following is not considered a remote access technology?

a. DirectAccess
b. L2TP
c. PPPoE
d. Remote Desktop

Answer: c. PPPoE is a last mile technology. DirectAccess, L2TP VPNs, and Remote Desktop are technologies that can be used to obtain remote access.
2. Split tunneling is used to ensure that all network traffic generated by a remote access client passes through a VPN to a remote access server. True or False?
Answer: False. Split tunneling allows traffic not destined for the DMZ to be sent to the default gateway on the remote access client.
3. Which of the following VPN protocols uses IPSec to encrypt network traffic? (Choose all that apply.)

a. IKEv2
b. PPTP
c. SSTP
d. L2TP

Answer: a, d. IKEv2 and L2TP use IPSec for data encryption. PPTP uses MPPE for encryption, and SSTP uses SSL/TLS.
4. What can you configure on a router to protect traffic destined for another network in the organization as it passes over the Internet? 

a. Port forwarding
b. Demand-dial interface
c. Reverse proxy
d. DirectAccess
Answer: b. Demand-dial interfaces are created on routers to create VPNs to other networks across the Internet. Port forwarding and reverse proxy allow inbound traffic to be forwarded to a server in the DMZ, while DirectAccess provides remote access for client computers only.
5. The Remote Access role service in Windows Server 2019 provides for DirectAccess and VPN remote access, as well as RADIUS. True or False?
Answer: False. The Remote Access role contains the DirectAccess and VPN (RAS) role service, but you need to install the Network Policy and Access Services role service to provide for RADIUS.
6. You have configured a remote access server in your DMZ for IKEv2 VPN access. Which ports on your NAT router must you configure for port forwarding to this remote access server? (Choose all that apply.) 

a. TCP port 1723
b. TCP port 1701
c. UDP port 500
d. UDP port 4500
Answer: b, c, d. IKEv2 requires 1701/TCP, 500/UDP, and 4500/UDP (because NAT is used). 1723/TCP is used for PPTP.
7. Which of the following VPN authentication methods is considered the most secure? 

a. EAP 
b. CHAP 

c. MS-CHAPv2 

d. PAP 

Answer: a. Extensible Authentication Protocol (EAP) is considered the most secure protocol, followed in order by MS-CHAPv2, CHAP, and PAP.
8. Remote access servers can be configured as RADIUS clients. True or False?
Answer: True. A RADIUS client is a remote access server or network device (switch or WAP) that forwards authentication and logging to a RADIUS server.
9. What features does RADIUS provide for remote access connections?
a. Centralized logging 
b. Remote access policies

c. Centralized authentication 
d. Centralized encryption
Answer: a, b, c. RADIUS provides centralized logging and authentication, as well as the ability to control remote access using remote access policies. Encryption is only provided by the remote access server.
10. The user permission necessary for VPN remote access can be granted in the properties of a user account or remote access policy. True or False?
Answer: True. You must be allowed dial-in permission in a user account or granted access permission in a remote access policy (if the user account is configured with the Control access through NPS Network Policy option) in order to connect to a VPN on a remote access server.
11. What section of a remote access policy contains characteristics that must be met for remote access, such as Session Timeout?
a. Conditions
b. Criteria
c. Constraints
d. Settings
Answer: c. Constraints identify remote access characteristics that must be met. Conditions identify criteria that determine whether a remote access policy is applied, and Settings provide configuration settings for the remote access client. Criteria does not exist.
12. DirectAccess uses HTTPS to authenticate remote access users, and IPSec to create an encrypted tunnel for network traffic between the remote access client and server. True or False?

Answer: True. HTTPS is used for DirectAccess authentication, whereas IPSec provides a VPN-like tunnel for remote access traffic.
13. Which of the following network topologies should you choose if your DirectAccess remote access server is connected directly to the demarc, as well as to the DMZ?

a. Edge

b. Connection Broker

c. Behind an edge device (with two network adapters)

d. Behind an edge device (with a single network adapter)

Answer: a. If the DirectAccess server is connected directly to the demarc, it sits at the edge of the network; as a result, you should choose the Edge network topology. Behind an edge device options are used if the DirectAccess server is behind another edge device (e.g., NAT router). Connection Broker is a Remote Desktop role service only. 
14. DirectAccess supports Windows 7 and later remote access clients by default. True or False?

Answer: False. You must manually allow Windows 7 remote access clients after installing DirectAccess by clicking Edit under the Remote Access Server component (Figure 9-41).
15. Which of the following Remote Desktop Services role services uses HTTPS to provide encryption for all RDP packets?

a. Remote Desktop Connection Broker
b. Remote Desktop Gateway
c. Remote Desktop Session Host
d. Remote Desktop Virtualization Host

Answer: b. The Remote Desktop Gateway encloses all RDP packets in HTTPS packets between the remote access client and server. The Remote Desktop Connection Broker provides access to multiple remote access servers, while Remote Desktop Session Host and Remote Desktop Virtualization Host provide Remote Desktop access using RDP.
16. The Remote Desktop Licensing role service cannot be installed on the same computer as the Remote Desktop Session Host service. True or False?

Answer: False. You can install all of the role services on the same computer. However, you normally choose either the Remote Desktop Session Host or Remote Desktop Virtualization Host on a remote access server as they provide different approaches to remote access and must be configured separately.
17. Which of the following must you configure to ensure that a particular group of remote access servers grants Remote Desktop access only to members of the Accounting group? 

a. RemoteAccess

b. RemoteApp

c. Collection
d. Connection Broker
Answer: c. A collection is a group of remote access servers that can serve Remote Desktop sessions to members of a specific user group. 
18. At minimum, which Remote Desktop Services role services must you install to provide session-based desktop deployment across multiple remote access servers? (Choose all that apply.)

a. Remote Desktop Session Host

b. Remote Desktop Connection Broker

c. Remote Desktop Licensing

d. Remote Desktop Virtualization Host

Answer: a, b, c. Session-based desktop deployment requires the Remote Desktop Session Host role. Because multiple servers will host this role service, the Remote Desktop Connection Broker is required to distribute requests across multiple servers. You must also install the Remote Desktop Licensing role service within 120 days. The Remote Desktop Virtualization Host is only used to provide virtual machine-based desktop deployment.
19. As a server administrator, which of the following actions can you perform on a Remote Desktop connection to provide interactive user support for the user of the session? 

a. Send Message
b. Disconnect
c. Duplicate
d. Shadow

Answer: d. You can right-click a session and choose Shadow to access the session using a duplication connection to provide user support. Send Message will only send a message to a session, Disconnect will disconnect the user from the session, and Duplicate is not a valid action.
20. Organizations that allow Remote Desktop sessions from remote access clients that are not licensed by the organization should choose a Per Device licensing mode when configuring Remote Desktop Services. True or False?

Answer: False. Per User should be chosen to allow Remote Desktop connections from unlicensed remote access clients. Per Device licensing requires that each computer that connects using Remote Desktop is licensed. 
Discovery Exercises

The Hands-on Projects in each module guide students through performing key tasks that demonstrate the key concepts introduced in each module. After students have completed the Hands-on Projects with each module, they can further consolidate and expand their understanding of these key concepts by performing Discovery Exercises. Each Discovery Exercise builds upon the experience that students gained in one or more Hands-on Projects, or allows them to explore an advanced topic that is discussed in the module. As a result, Discovery Exercises are optional exercises that can be assigned at your discretion, or used to provide work for students who finish the Hands-on Projects earlier than other students.  

Discovery Exercise 9-1

This Discovery Exercise builds upon Hands-on Project 9-2 and 9-3, in which students configured a VPN server and connected to it using a PPTP VPN from their WindowsServer2019VM2 virtual machine. Because the removal of the DirectAccess configuration at the end of Hands-on Project 9-5 also removes the VPN server configuration performed in Hands-on Project 9-2, students will need to reconfigure their Windows Server 2019 host as a VPN remote access server that allows for L2TP connections using a preshared key of Secret555 (specified on the Security tab of server properties in the Routing and Remote Access tool). Next, students must configure their remote access server to allow CHAP authentication, as Windows Server 2019 only connects to L2TP VPNs using a preshared key if CHAP is allowed (Windows 10 does not have this requirement). CHAP must be enabled in the Authentication Methods specified on the Security tab of server properties in the Routing and Remote Access tool, as well as in the remote access policy in the Network Policy Server tool. Following this, students will create a new VPN connection on their WindowsServer2019VM2 virtual machine that uses L2TP alongside the preshared key of Secret555 to connect to their Windows Server 2019 host and verify the connection in the Routing and Remote Access tool. 

Discovery Exercise 9-2

This Discovery Exercise allows students to explore the configuration of demand-dial interfaces on routers, which is a very common practice today on hardware-based routers and NGFWs to provide access to other corporate networks. Students will create a demand-dial interface that automatically connects to a VPN on their partner’s router when traffic is sent to the 172.17.0.0/24 network (a fictitious network because we cannot use the 172.16.0.0/24 network that is on every student computer). To test the demand-dial interface, they will execute the ping 172.17.0.1 command in a Command Prompt window. Although this ping will not receive a response, it should trigger the demand-dial interface and create a VPN between their router and their partner’s router that can be observed next to the demand-dial interface in the Routing and Remote Access tool.
Discovery Exercise 9-3

In this Discovery Exercise, students expand their understanding of VPNs to include third-party VPN providers on the Internet, such as Hotspot Shield. These VPN providers sell access to their remote access servers for use in protecting traffic on public networks, such as the free Wi-Fi network at a fast food restaurant or coffee shop. Students will use an Internet search engine to search for three additional public VPN providers and summarize their findings in a one-page memo. For each provider, they should list the VPN protocol they use, the cost (if applicable), the method used to connect to the VPN, as well as any other features that differentiate them from other VPN providers. 

Discovery Exercise 9-4

This Discovery Exercise allows students to explore an alternative to DirectAccess that Microsoft is encouraging organizations that use DirectAccess to move to: AlwaysOn. Like DirectAccess, AlwaysOn automatically connects to a remote access server when the computer is located in a network outside of the organization. However, there is no need to set up any additional software on the remote access server aside from providing IKEv2 VPN access. All configuration of AlwaysOn is performed on a Windows 10 client using XML template files, Group Policy or Microsoft Intune. The only downside is that only Windows 10 clients are supported, and only Windows 10 Professional and Enterprise edition clients can take advantage of easy Group Policy configuration. Students will use an Internet search engine to research the features and configuration of AlwaysOn, and should identify these features of AlwaysOn at minimum in a one-page memo when comparing it to DirectAccess. 

Discovery Exercise 9-5

This Discovery Exercise allows students to expand their understanding of Remote Desktop to include thin client devices. There are many thin clients available on the market from IO, Maxspeed/Neoware, HP, MaxTerm, IGEL, and Wyse/Dell that provide limited hardware but the ability to connect to a Remote Desktop session. These thin clients often have a lower attack surface compared to traditional desktop PCs, which makes them appropriate for POS terminals, and remote branch locations. Students will use an Internet search engine to research some thin client products that are available for Microsoft Remote Desktop, as well as some common uses of thin clients in different environments. Students will summarize their findings in a one-page memo.
Discovery Exercise 9-6
This Discovery Exercise allows students to review the material covered in this module by focusing on potential configuration problems that may cause remote access problems. Most remote access problems are caused by network-related issues such as loss of connectivity or incorrectly configured port forwarding, reverse proxy, or firewall rules. However, they can also be caused by:

VPN:

· Lack of VPN ports

· Incorrect VPN authentication protocols selected on the remote access server

· Incorrect VPN authentication protocols selected in the remote access policy on the RADIUS server 

· Lack of dial-in permission in the user account

· Lack of access permission in the remote access policy on the RADIUS server

· Lack of remote access policy on the RADIUS server (the default policies deny access)

· Lack of IP address range, DHCP relay agent, or DHCP server for VPN configuration

· Services that need to be restarted due to internal problems

DirectAccess:

· Incorrect network topology chosen for DirectAccess

· Unavailability of the network location server component

· Lack of IP address range, DHCP relay agent, or DHCP server for DirectAccess configuration

· Group policy issues that prevent remote access clients from being configured for DirectAccess

· Incorrect client type (e.g., Windows XP)

· Services that need to be restarted due to internal problems

Remote Desktop Services:

· Incorrect configuration of user groups for a Remote Desktop collection

· Incorrect configuration of Remote Desktop collection settings 

· Incorrect configuration of RemoteApp

· Lack of HTTPS certificate for the Remote Desktop Web Access or Remote Desktop Gateway role service

· Services that need to be restarted due to internal problems

Students will brainstorm these potential problems with a partner and summarize their findings in a one-page memo, organized by remote access type. 
